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Chwong 1: Cong nghé Web Servi%__z
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1.1 Web service la gi

Web Service

La mot tap cac phwong
thorc dwoc goi thwe hién
twr xa théng qua mot dia
chi URL

Str dung dé tao cac rng
dung phan tan

Firewall

Firewall

Client
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Kién tric hwéng dich vu
Service-Oriented Architecture-SOA 4_

Service Broker

’Eubﬁsh

4' ind

Service Provide

Service Consumer
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1.2 Pac diém cua Web Service =

Khéng phu thuéc vao ngoén ngir lIap trinh

—

Truy cap bat ctr tvng dung nao

N

Ho tro thao tac giira cac thanh phan khéng dong nhat

D L

Chi phi phat trién thap

S

Dé bao tri

(&, IS
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1.3 Néen tang cua Web Service | —

UDDI (Web
Service Broker)

’ Bind
Web Service

Provider | ‘ Web Service |

Consumer
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Web Service
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Web service provider

1 Web Server

2| Cung cap Web service

_ Yéu cau

Ho tror 1 protocol listenner

N (=

Co6 cac co ché bao mat

Cung cap ding service ma
consumer yéu cau

W H
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Web service consumer

Str dung Web service do_
WS Provider cung cap dé
xay dwng wrng dung
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Web service broker ,jfj

1 |La Ié&p trung gian giira consumer va provider

2 |Twong tac véi provider : dé 1ay cac théng tin vé web service

3 Twong tac véi consumer :cung cap cho consumer dia chi
cac Web service

4 St dung UDDI registries (Universal Description, Discovery
and Integration)
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Mo hinh twong tac giira cac thénhiggg

wm(‘,’ ‘s l_‘,:-
Visual Studio:net_* , |

"‘@-.......>

Web service developer builds and deploys a pricing Web service

Web service developer registers and categorizes the Web service

Web service consumer queries UDDI for “pricing” services

Web service consumer determines the most appropriate “pricing”
service

EEEE

Web service developer builds a solution that directly

o consumes the Web service data
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1.4 Cac céng nghé cua Web SewiF——

Web Service
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HTTP — Hyper text transfer protocol

IllllllllIIIIIIIIII!!IIIIIIIIIIIIIIIIIIIIIIIIIII!!!!!!!!J

HTTP Request

-

HTTP Response

POST /TheStockExchange/Trading/GetStockPrice.asp HTTP/1.1
Host: localhost
Content-Type: application/x-www-form-urlencoded

Content-Length: 11
Symbo1=MSFT
N\
a
HTTP/1.1 200 OK
Content-Type: text/xml; charset=utf-8
Content-Length: 75
<?xml version="1.0" encoding="utf-8"?7>
<stock symbol="MSFT" Price="71.50" />
G
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Ngon nglr XML — Extend Markup Language..__

(
1 |Str dung dé mod ta Web service interface

(
2 | SOAP Message la mét tai liéu XML

Str dung dé serialize cac doi twwong thanh maét tai liéu
XML (System.Xml.Serialization)

D
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Coéng nghé SOAP (1)

SOAP - Simple Object Access Protocol

—

Protocol for message-based communication

N -

XML-Based protocol

D

An envelope for handling extensibility and
modularity

An encoding mechanism for representing
types within an envelope

4 | SOAP = HTTP + XML

5 Submitted to W3C
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6 | SOAP Request : HTTP POST Request

POST /WebCalculator/Calculator.asmx HTTP/1l.1
Content-Type: text/xml

SOAPAction: “http://tempuri.org/Add”
Content-Length: 386

<?xml version=#1.07?>
<soap:Envelope ...>

</soap:Envelope>
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SOAP(3) - Message Structure P ——

SOAP Message G The complete SOAP message
Headers 4+— Protocol binding headers
SOAP Envelope 4J— <Envelope> encloses payload
SOAP Header i— <Header> encloses headers
SOAP Body i— <Body> contains SOAP message name
_4— XML-encoded SOAP message name
& data
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SOAP(4) - Example of a SOAP Request | —

POST /StockQuote HTTP/1.1
Host: www.stockquoteserver.com
content-Type: text/xml;
charset="utf-8"
Content-Length: nnnn
SOAPAction: "Some-URI"®

<SOAP-ENV:Envelope xmlns:SOAP-
ENv="http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV: encodingStyle =
"http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<m:GetLastTradePrice xmlns:m="Some-URI">
<symbo1>DIS</symbol>
</m:GetLastTradePrice>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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SOAP(S) - Example of a SOAP Response 4§

HTTP/1.1 200 OK
content-Type: text/xml;
charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns :SOAP-ENV= "http://schemas.xmlsoap.org/soap/envelope/"
SOAP-ENV: encodingStyle=
"http://schemas.xmlsoap.org/soap/encoding/" />
<SOAP-ENV:Body>
<m:GetLastTradePriceResponse xmlns:m="Some-URI">
<Price>34.5</Price>
</m:GetLastTradePriceResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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Ngoén ngir moé ta Web Service — \WSBl=——
Web Sevice Description Language (WSDL) dinh nghia
mot tai liéu XML mo ta giao dién cua cac dich vu web.
Tai liéu WSDL nay dwoc st dung cho bén yéu cau dich
vu (service requester). Bén yéu cau dich vu sé s dung
cac thong tin vé giao dién dinh nghia trong lwgc dd
WSDL dé triéu goi (invoke) dich vu web.

Phan t& goc cua tat ca céac tai liéu WSDL ludn 1a phan to
<definitions>. N6 chta bén trong sau thanh phan chia
thanh hai nhom: Thong tin trira twong va thong tin cu
the.
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Ngon ngir mo ta Web Service — ﬁ
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UDDI — Universal Description , DISCOVEI’L
and Intergration =

Universal Description, Discovery, and Intergration (UDDI) la mét tap cac
quy tdc dang ky va tim kiém thdng tin cac Web Service. N6 dong vai tro
nhw service broker cho phép nguwdi sir dung dich vu tim duang nha cung
cap dich vu can tim.

UDDI dinh nghia bdn loai théng tin co ban dé két néi dén Web service.
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UDDI — Universal Description, Dlscovery
and Intergration —

C4u truc thong tin bao gom :

Business entity: M&t business entity chira thdng tin vé cdng bao gém tén
cong ty, moét doan md ta ngan gon va mét vai théng tin lién lac co ban (dia
chi, s6 dién thoai, email, v.v....).

Mb&i doanh nghiép dwoc cap mét dinh danh duy nhat, vi du nhw sé D-U-N-
S.

Business service: Lién két v&i méi business entity la mdt danh sach céc
business service cung cap béi business entity dd. Mdi thanh phan chlra
théng tin mo t& vé dich vy, vé théng tin phan loai clia dich vu va danh sach
cac binding template liEn quan dén théng tin ky thuat cha dich vu. Moi
business service can co6 it nhat mot binding template.

Binding template: Gan v&i mdi business service la mét danh sach cac
binding template cung cap thong tin vé dia diém co thé tim thay Web

Service va lam cach nao dé st dung no.
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Chwong 2: Kién tric Web Serviceﬁ-'__= -

=Web Services: Internet-based modular applications

Network may be LAN, WAN,
MAN, or the Internet
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2.1 Co’ che hoat déng P

Working of a Web Servicé™ &

ervice Description
o &0 o"'
e, \“ ‘a ......
(“Q X\G& -----
e

Parameters

Soap Protocol
er H1 1P

Client Application Return Value

Web Server
b (With Web Service)
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Co ché hoat ddng —

Application Model < 3

Web

/ Services
Web

Services |

' Databases
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2.2 Kiéen truc phan tang cua Web Seg)/g_gé

Characteristics of Web Sefvices &

\ccessed over the Web Should be registered

.
/
N p,

X /
N _~ Supported by loosely coupled
. applications

Integrated Just InTime
- Use standard

k Uses XML Web protocols
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(—

d
:

2.3 Kién trac hwéng dich vu SOAJ
Life Cycle £’ >
6. Unpublish the Web service when not needed

5. Invoke the Web service

4. Search for the Web service

3. Publish the Web service on the Internet or intranet

2. Define service interface and invocation methods for the Web service

1. Create a Web service

9/29/2020
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Chuwong 3: Xay dwng Web Service j
JJE

;"

1 | Cac van dé khi xay dwng Web Service |

2 | Xay dwng Web Service v&i ASP.NET |

3| Xay dwng Web Service véi Java |
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3.1 Cac van dé khi Lap trinh Web serxggé%

1 | Loai Project : ASP.NET Web Service

—

2 | Cac name space thwong ding

System

System.Data

System.Web
System.Web.Webservices
System.Xml

3| Cac thanh phan

File *.asmx

File global.asax
File web.config
Thw muc Bin
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Lap trinh Web service (2)

4 Khai bao Web service method

Thém chi thi [Web Method]

Vi du |

[WebMethod]
public int Sum(int a, int b)

{
}

return a + b;
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Lap trinh Web service (3)

K| Cac thudc tinh caa [WebMethod] |

A 4

BufferResponse

CacheDuration

A 4

Description

A 4

A 4

EnableSession

TransactionOption

A 4
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Lap trinh Web service (3) —

Vi du

(" N\

[WebMethod(BufferResponse=false)]
public Transactions
GetTransactionHistory()

{
/implementation code

o} )

(" N\

[WebMethod (Description=“This method using for converting

)]

public double ConvertTemperature(double dFahrenheit)

{
return ((dFahrenheit - 32) *5) / 9;
. } v
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» xac dinh cau tric tai liéu XML mong
de bieu dien doi twong cua mot 1&p

Namespace : System.Xml.Serialization

\ 4

XmlIRoot XmlArray

\ 4

XmlArrayltem

\ 4

XmIElement

\ 4

XmlAttribute

\ 4
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Lap trinh Web service (5) ——

Vidy 1 | ' =
[XmIRoot("account")] <account status=“123">
public class Acct <description>Hello</description>
{ <number>10 </number>
XmlElement("description”)] <type>C</type>
public string Description; <account>

XmlElement("number")]
public string Number;
XmlElement("type")]
public string Type;
XmlElement("balance")]
public decimal Balance;
XmlAttribute("status”)]
public string Status;

- v
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Lap trinh Web service (6)

4@
q Vi duy 2 @

[ | - ~
[return:XmlArray("AccountList")] <AccountList>
[return:XmlArrayltem("Account")] <account>
public Acct[] GetAllAccounts() | | ...
<account>

<account>
</account>
<AccountList>

G /
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Lap trinh Web service (7)

- Vidu 3

[return:XmlArrayltem(ElementName="savingsAcct", Type=typeof(SavingsAcct))]

[return:XmlArrayltem(ElementName="creditCardAcct", Type=typeof(CreditCardAcct))]
[WebMethod]
public Acct[] GetAllAccounts()

{

| Mén: Céng nghé & Dich

.

<AccountList>

<SavingAcct>
</SavingActt>

<CreditCardAcct>
</CreditCardActt>

</AccountList>
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Lap trinh Web service (8)

6 Kiéu div liéu trong web service method |

Simple data types

A\ 4

A\ 4

Input and output parameter (in, ref,...)

Variable length parameter list (homogeneous,
heterogeneous )

A 4

A\ 4

Complex data type

A 4

Classes and structures

A 4

Array, Collections

DataSets

A 4
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Lap trinh Web service — provider
S|de(9) | —

ﬂ

Trweong hop lwvu y |

Néu tham so web service method la 1 mang cac doi
twong co6 kieu khéng ro rang

_ys

> Phai khai bao twong minh tat ca céac kiéu div ligu
c6 thée co6 trong mang

—->Str dung :Xmlinclude
Name space System.Xml.Serialization
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Lap trinh Web service — provider side(10)___

Vi du

public class Acct

{
public string Description;
public string Number;
public string Type;
public decimal Balance;
public string Status;

}

public class SavingsAcct : Acct

{

public decimal MinimumBalance;

}
public class CreditCardAcct : Acct

{
public int PayPeriod,

}

~

)
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[WebMethod]
[XmlInclude(typeof(CreditCardAcct))]
[XmlInclude(typeof(SavingsAcct))]
[return:XmlArray("AccountList")]
[return:XmlArrayltem("Account")]
public Acct[] GetAllAccounts()

{

SavingsAcct a = new SavingsAcct();
CreditCardAcct cc = new
CreditCardAcct();

/l populate the accounts

Acct [] sa = new Acct[2];

sal0] = a;

sa[l] = cc;

return sa;

}

o
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Trién khai Web service

=
[ Web Service Files Needed Rergov
Tw chép cac file can : :
1 thiét 1én Web server sin, .vbproj, .csproj, \/

l .vsdisco, .webinfo

JeSXx

vb, .cs

9 Installer Files
Tao 1 web setup \Web References folder

v

| v

{ St dung Windows xsd \/
v

{ project trong VS.NET and files
~ [ \bin directory and .dll(s)

.aSmx

Web.config

Global.asax

ANANANANEN

xml
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Web Service Consumer

WSDL Documents

Proxy class

S ]

Consuming Web service in VS.NET 2010

oo
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WSDL Documents PR——

- -
Web Service Description Service Service
Language Implementation
Definition Port
Binding
XML schema : M6 ta giao dién cua Service —
web service it B L
Definition Message
Type

St dung dé phat sinh proxy class

e |

4 Xem WSDL Document cua 1 web service
http://localhost/TestService/service.asmx?wsdl
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Proxy class

m Proxy : Uy nhiém

2 | BPwoc phat sinh ttr WSDL Document

3 | Pworc str dung dé giao tiép véi Web service
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3.2 Xay dwng Web service trong .NET e

m Tao I&p proxy dé giao tiép v&i web service |

‘ S dung wsdl.exe [wsdl [options] {URL | Path}

[ wsdl http://www.woodgrovebank.com/services/bank.asmx?wsdl

‘ Str dung VS.Net

‘ Add Web References ...

@ Str dung I&p proxy dé goi cac phwong thirc ctia web service

‘ Goi binh thwong nhw cac phwong thirc khac
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WSDL Document

IS hitp:fflocalhostiabliSimpleWSiService 1. asmxW5DL - Windows Internet Explorer

m.' - |E| http:,I',l'I-:u:aIhDst,l'Lab,l'SimpIeWS,l'ServitEI |E| |E| |G|:u:u;|Ie ||P |"|
'ﬂ’ 'ﬁf [ g http: fflocalhostfLab)Simpleit'SService 1, asmeii'SoL l_l @ Home - ”
. . Ny

<?xml version="1.0" encoding="utf-8" ?=

- <definitions xmins:http="http://schemas.xmlsoap.org/wsdl/http/"
xmins:soap="http:/ fschemas.xmlsoap.org/wsdl/soap/"
xmins:s="http:/ /fwww.w3.org/2001/XMLSchema"
xmins:s0="http://tempuri.org/"
xmins:soapenc="http:/fschemas.xmlsoap.org/soap/encoding/"
xmins:tm="http:/ / microsoft.com/wsdl/ mime /textMatching /"
xmins:mime="http://schemas.xmlsoap.org/wsdl/mime/"
targethamespace="http:/ /tempuri.org/"

xmins="http:/ /schemas.xmilsoap.org/wsdl/">

<types::

zmessage name="HelloWorldSoapIn">

zmessage name="HelloWorldSoapOut">

<portType name="ServicelSoap">

<binding name="ServicelSoap" type="s0:ServicelSoap">

<service name="Servicel"=

</definitions=

+ o+ o+ A+ o+

L €D Internet Fo100% -
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Proxy Class

[Gystem.Diagnostics. ebuggerftepThroughitctribute ()]
[Fystem. ComponentModel. DesignercategoryAttrilbute ("ocode™) ]
o [Gyvstem. Webh, 3ervices. Weblervicebindingittribute (Name="3ervicelIoap™, Nz

= public class Jervicel @ 3ystem.Web.3ervices.Protocols.3oapHttpClientPro
= AP <remarkss >
E public Servicel() |
thi=z.Url = "http:/flocalhost/Lab/SimpleW3/ Servicel . asmx™:

B
= AA7 <remarkas s
o [Gystem. Weh.,3ervices.Protocols. SoaphocuentMethodittribute ("httpo 7/
= public string HelloWorldi)

object[] results = this.Invoke("HelloWorld"™, new oblject[0]):
return [(string) (result=[0])):

= AP <remarks/s >
E public System. IisynocResult BeginHelloWorldiSystem. AsynocCallback cal
return this.Beginlnvoke ("HelloWorld™, new ockhject[0], callbhack,
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SOAP Request and Response

—

= Service ! Web Service - Windows Internet Explorer E
0o

i & | http:/flocalhostfLabySimplety SiServical  asmex rop=HelloWorld M || X

w I@Servicel Wb Service ]_‘ fi3 Home -

POST /Lab/SimpleWS/Servicel.asmx HTTP/1.1
Host: localhost

Content-Type: text/xml; charset=utf-8
Content-Length: length

SOAPAction: "http://tempuri.org/HelloWorld"™

<?xml wersion="1.0" encoding="utf-8"7?>
<znap:Envelope xmlns:xsi="http://www.w3.org/2001/XMLSchema—-instance™ xmlns:xsd="http:
<zoap:Body>
<HelloWorld xmlns="http://tempuri.org/"™ />
</=s0ap:Bodv>
«/soap:Envelope>

HTTE/1.1 200 OK
Content-Type: text/xml; charset=ucf-8
Content-Length: length

<?xml wersion="1.0" encoding="utf-8"7?>
<znap:Envelope xmlns:xsi="http:,/ www.w3.org/2001/XMLSchema—instance™ xmlns:xsd="http:
<=oap:bBody>
<HelloWorldResponse xmlns="http://tempuri.org/ ">
<«HelloWorldResults»string«<,/HelloWorldResult>
< /HelloWorldResponse>
</soap:Body>
</scap:Envelope> M

F i | Lt]
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HTTP Request and Response =

|r’.'-: service 1 Web'Service - Windows Internet Explorer

@éﬂ - |E| htkp: fflocalhostfLab) Simpleit'sService 1, asmrop=HelloWworld M|E||E| |G|:u:ugle ||jJ |'|
w dfr [Eﬁervicel Weh Service l l %3 Home - »

HTTP POST

The following is a sample HTTF FOST request and response. The placeholders shown need to be replaced with
actual values.

POST /fLab/5impleWs5/S5ervicel.asmx/HelloWorld HITEf1.1
Ho=t: localhost

Content-Type: application/x-www-form-urlencoded
Content-Length: length

HTTE/S1.1 200 OK
Content-Type: text/xml; charset=untf-8
Content-Length: length

<?xml wersion="1.0" encoding="utf-8"72
<string xmlns="http://tempuri.org/">=string</string>

% I ]
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Web service and State Management ==

—

L ASP.NET Web service Application = Web Applicaton

L Web service Application : Stateless

Str dung doi twong Application va Session dé quan ly
trang thai cua web service
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Ung dung ctia Web Services —————

1 WS la mét tap hop cac chirc nang dwoc thwe thi qua moi
trwd'ng mang, dworc cac rng dung khac str dung

9 Mot WS c6 thé két hop véi cac WS khac dé dwa ra tinh nang
cao hon

3 Mé hinh (rng dung trong twong lai sé 1a sw két hop gitra cac
service
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3.3 Xay dwng Web Service voi Java

—

Gio1 thiéu va Demo
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Demo bai tap xay
dwng Web Service vo
ASP.NET (C#)




Chwong 4: Khai thac Web Service
7

¢ 1. Ung dung Window Form két ndi t&i Web Service

¢« 2. ng dung Java Swing két ndi t&i Web Service .

¢« 3. ng dung Web ASP.NET két noi t&i Web Service

Mén: Céng nghé & Dich vu Web — B6 mén HlTTT 9/29/2020 | 56




4.1 Ung dung Window Form két noi tO’I Web
Service

¢sDemo
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Ung dung Web ASP.NET két noi téi Web
Service

¢sDemo
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4.2 Ung dung Java Swing két noi tO’I Web
Service

¢sDemo
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4.3 Ung dung Web ASP.NET két noi tou Web _
Service

¢sDemo
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Chwong 5: Bao mat trong Web Serviges—

¢ 1. Téng quan vé van dé bao mat.

« 2. M6t s6 kiéu gia mao, danh cap théng tin va cach
phong chong.

¢ 3. Bao mat trong Web Service.
¢ 4. Thwe hién bao mat trong Web Service
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1. Tong quan vé van dé bao mat.

—

¢« Cung Vv&i sy phat trién khéng ngwng cua Internet, hé
thdng thong tin ngay mot phat trién vwot bac. Khai niem
business khéng con gi¢i han & bén trong ma da phat trién
ca ¢ trén Internet. Khai niém thuwong mai dién tir ra doi la
s minh chirng cho suw phat trién do. Tuy nhién, di cung
VoI sy phat trién do thi van dé an toan cua no cung la mot
van dé nong va cap bach. Tuy khong co khai niém ve Sy
an toan tuyét dm nhwng cling phai can mot co ché an
toan thich hop dé khai thac thwo’ng mai trén Internet.Cac
giai phap hién nay dang dwoc st dung nhw ma héa khoa,
chir ky s c6 thé dam bao ¢ mét mirc nao do. Nhung
cung phai can khong ngirng hoan thién va phat trién cac
gidi phap dé dé& dam bao phu hop hon trén moi truo’ng
Internet. An toan thong tin trén Internet la moét van dé
chung hién nay.Sw an toan web service lai cang can dwoc

sw quan tam hon nira, khi cac thong tin nhay cam nhuw tai
Mok Pieyanm® gcmhén & rrtq'aﬁ hang€#ené bi danh cap. 62




1. Tong quan vé van dé bao mat.

E)leu gl x4y ra néu st dung business service mua hang, chirng khoan chuyen
tién ma khong c6 mét sy bao dam an toan can thiét. Day la méot chuan an
toan chung can thiét can dwoc dap ng:

¢ ldentification: dinh danh dwoc nhirng ai truy cap tai nguyén hé théng.

« Authentication: chirng thwc tw cach truy cap tai nguyén cta nguwdi mudn st
dung.

¢ Authorization: cho phep giao dich khi da xac nhan dinh danh ngudi truy cap.
Muc tiéu:

« Hiéu vé van dé bao mat trén Internet va Web Service dap (rng chuan an toan
co ban

« Hiéu vé mot sb kiéu gid mao, danh cap théng tin va cach phong chéng
« Thuwc hién bao mat Web Service véi thu vién WSE 3.0 do Microsoft cung cap.

¢ Xay dwng dich vu Web bao mét voi Visual Studio - ASP.NET, trién khai va
céng bd dich vu Web.

« Dong thoi xay dwng ng dung dé khai thac va st dung chuan két néi bdo mat
vlra xay dwng
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1. Tong quan vé van dé bao mat.

Integrity: toan ven thong tin trén dwong truyen - Confldentlahty dd an toan, khéng ai co
thé doc thong tin trén dwdong di. - Audltlng kiém tra, tat ca cac giao dich déu dwoc lwu
lai dé kiém tra. - Non-repudiation: d mém déo, cho phép chung thwe tinh ho’p phap
hdéa cua thong tin dén tr mot phia th& ba ngoai 2 phia la nguoi gwi va nguoi nhan.
Nhung yéu cau trén gilp cho hé théng an toan hon, tranh dwoc phan nao nhung truy
cap khong ho’p |&. HTTP (HyperText Transfer Protocol) la giao thirc thwdng s dung
nhat cho viéc trao dbi théng tin trén Internet, tuy nhién khdng an toan, b&i vi tat ca
théng tin dwoc giri dwéi dang van ban trong mang ngang hang khéng an toan

HTTP thudc vé nhom clha nhirng nghi thire nhw SMTP, telnet, va FTP, dwoc thiét ké
trong giai doan dau cda Internet khi ma van dé an toan chwa dwoc quan tdm dén
nhiéu. Mét phét trién ciia HTTP 1& HTTPS, né 1a mdt chuan an toan cho HTTP. HTTPS
cho phép chung thuye client va server qua nhirng chung thwe gilra client va server.
Trwde khi co web servives security ( WS-Security ) thi y nghia thdng thwong cla an
toan web service la bao méat kénh truyén div liéu. N6 dwoc thwe hién cho nhirng
SOAP/HTTP dwa trén co ché truyén théng diép bang cach sr dung giao thirc HTTPS.
Khéng gibng sw an toan mdc théng dlep, HTTPS cung cap sw an toan t&i toan bo gm
d¥ liéu HTTP. B&i vay, ching ta khong c6 mot tiy chon nao dé ap dung sw an toan co
chon loc chi trén nhirng thanh phan ciia mot théng diép. Mac dau HTTPS khong bao
phu tat ca cac khia canh trong chuén an toan chung nhwng no ciing da cung cap mot
murc bao chirng day du véi dinh danh va chirng thue, sw toan ven thdng diép, va do tin
cay. Tuy nhién, authentication, auditing, and nonrepudlatlon chwa dwoc cung cap. Bén
canh do, HTTPS la mét giao thirc nén khi théng diép di qua HTTP server thi lai khéng
an toan.
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2. M6t so kiéu gia mao, danh cap thong tin

va cach phéng chong. 7|

—
Message Replay Attack Message Replay 1& mét kiéu tan cdng trén mang kiéu bat va gii lai
goi tin ma client da gwi cho server.

Trong qua trinh nay Attacker nhw mét trung gian cua client va server, no bat goi tin client va
sao chép gm tin dé,chinh stra va gwi lai cho server.Va néu server cé gui lai cho client thi
Attacker cung c6 thé bat dwoe. Ta phai ngan chan viéc gii lai goi tin kiéu nay bdi vi cac goi
tin gtri di sé gay ra khong nhat quan di liéu, cac théng tin g di bi sai 1éch anh hwéng dén
client,viéc glri replayed message lién tuc va mét cach tw ddng sé lam chét server.

Giai phap cho van dé nay la str dung cache Iwu lai tén dinh danh cho message va server sé
loai bd cac message c6 dinh danh bi trung Nhw vay cac message c6 moét tén dinh danh duy
nhat dwoc gl di va chac chan rang cac message khéng bi gia mao trong qua trinh truyén.
Web service security da cung cap viéc st dung Usernametoken trong d6 cé thé username
va password. <wsse:UsernameToken wsu:ld="Example-1"> <wsse:Username>..
<lwsse:Username> <wsse:Password Type="...">... </wsse:Password> <Wsse:Nonce
EncodingType=".. : </wsse:Nonce> <wsu:Created>... </wsu:Created>
</wsse: UsernameToken> Cac gia tri Nonce dwoc tao ra ngau nhién cung v&i Created la thoi
gian ma message dwoc guri di.Cac gia tri nay déu dwoc Hash dé che dau thong tin. Gia tri
thoi glan ma message phai duwoc dong bo v&i thoi glan cua server.Khi goi tin dén server thi
server sé gi¢i han khoang thdi gian ma message dén,néu vuot ra khoang thoi gian gidi han
goi tin bi loai bd
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2. M6t so kiéu gia mao, danh cap thong tin

va cach phéng chong. —

Web Spoofing Web spoofing la mét kiéu Itra ddo trén web phd bién hién nay.Cé 4 kiéu web spoofing la IP
spooflng ARP spoofing,Web spooflng DNS spooflng a. Ip spoofing Chirng minh minh thwc s tin cay VO
mot may khac nham hop phéap viéc truy cap may dé va co thé 13y duwoc username, password (co may gia
mao gia mao server hoac cllent) May khéac tré thanh doéng pham vi da dé cho may gid mao st dung IP
gia mao trung véi IP cla may doé.Kiéu tan cong_nay thudng xay ra & cac may client khi d6 bao mat an
toan & cac may dé khéng dwoc cao. Dé tranh kiéu tan cong nay thi server va client déu cé dinh danh xac
thwe 1an nhau.

Web spoofing: Ngwoi gia mao tao ra ban sao cua mét trang web va danh Itra ngum dung click vao. Cach
thwec hién :dat trang web g|a mao lién két voi trang web thong dung Khi st dung mail kich hoat web
mail,attacker guu mail dén gidi thiéu link dén web gia. Ké g|a mao con danh Ira may tim kiém web dé né
tr6 vao web gia. Khi user request dén server va sever tra vé url cia web do. Nguoi gia mao co thé huéng
nguo’l dung truy cap dén trang web ctia ho dé dé dang danh cap thong tin. Day la kiéu tan cong thudng
xuyén va phd bién hién naykhl Ira mot cach true tlep dén nguoi dung cudi.Céach nay théng thwdng ké gia
mao danh Itra nguwdi dung cudi chir khé cé thé gid mao client thue sw ctia web service.

DNS spoofing Cach hoat dong cua DNS server : Giao thirc Domain Namlng System (DNS) nhw dwgc dinh
nghia trong RFC 1034/1035 co thé dwoc xem nhw la mét trong nhirng giao thirc quan trong nhat dwoc s
dung trong Internet. NOi ngan ngon dé dé hleu bat c&r khi nao ban danh mét dia chi web chang han nhw
http://www. google com vao trinh duyet yéu ciu DNS sé& dwoc dwa dén may chu DNS dé tim ra dia chi IP
twong xrng véi tén mién ma ban vira nhap. Cac router va cac thiét bi két ndi Internet sé khong hiéu
google.com la gi, chung chi hiéu céc dia chi chang han nhw 74.125.95.103. May chu DSN lam viéc bang
cach lvu mét co s¢ dir liéu cac entry (dwoc goi la ban ghi tai nguyen) dia chi IP dé ban d hda tén DNS,
truyén théng cac ban ghi tai nguyen do dén may khach va dén may chi DNS khac. Kién trac ‘may chu
DNS trong toan doanh nghlep va Internet la mét thir kha phire tap. Nhw mot van dé cla thwe té, ban co
thé hinh dung ching nhw cac quyén sb chuyen dung cho kién tric DNS. Ngui gia mao cb tinh cung cép
sai thong tin DNS dé Ira nan nhan truy cap vao 1 dia chi ma attacker chi dinh nhdm danh cap cac thong
tin nhw TK ngan hang, ... Giai phap cho van dé nay la cung cip mot DNS server tin cay va khi st dung

dich vu DNS phai c6 chun thwe
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2. M6t so kiéu gia mao, danh cap thong tin

va cach phéng chong. —

¢ ARP spoofing Arp la giao thirc hoat dong & tang 2 cho phep anh xa dia chi MAC. Giao thic ARP duwoc
thiét ké dé phuc vu cho nhu ciu théng dich cac dia chi gilra cac Iop tht hai va thie ba trong mé hinh OSI.
L&p thir hai (I6p data-link) siv dung dia chi MAC dé cac thiét bj phan cung c6 thé truyen thong v&i nhau
mot cach tryc tiép. L&p the ba (16p mang) st dung dia chi IP dé tao cac mang c6 kha nang m¢ rong trén
toan cau. Lo’p data-link x ly trwc tiép véi cac thiét bi dwoc két ndi véi nhau, con Io’p mang Xt ly cac thiét
bi dwoc két ndi trire tlep va khong tryc tlep M®i I&p ¢6 co ché phan dinh dia chi rleng va chung phai lam
viéc v&i nhau dé tao nén mot mang truyén théng. Véi ly do do, ARP duwoc tao voi RFC 826, “mot glao
thuc phan dinh dia chi Ethernet - Ethernet Address Resolution Protocol”. Qué trinh truyen ARP bao gom
request va respone. Khi gO| Arp request dwoc gui di ké g|a mao bat duwoc théng tin dé va guu trd vé cho
ngudi glri va bang ARP cua may do sé cép nhat dia chi cia gia mao. Cach phong chong van dé nay la
dam bao murc an toan ¢ mang ndi bo. Van con mot sb kiéu ltra ddo qua mail nhwng kiéu gid mao Itra dao
do thi phai can sw canh giac cua client

¢ SSL spoofing: SSL va HTTPS Pha huy co ché HTTPS: HTTPS la mét kénh thong tin an toan.Khi da thiét
lap duwoc mot két n0| tr may chi dén may khach thi rat kho dé co thé pha v& duoc két nbi do.Tuy nhién
moi viéc déu co thé xay ra khi may khach van chwa that sy két ndi dwoc vai may cha. Két ndi HTTPS an
toan tuy nhién ta co thé pha v& cau trac do trudc khi két ndi dworc thiét lap bang phucmg phap “man in the
middle”.Chan request tr client dén server dé tré thanh ké thr ba trong phién két néi. Qua trinh thwc hién
nhw sau:
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2. M6t so kiéu gia mao, danh cap thong tin
va cach phéng chong.

Luwu Iucmg gitra may khach va may chu dau tién sé bi chan. Khi bat gdp mot HTTPS URL,
sslstrlp sé thay the né bang mét lién két HTTP va sé anh xa nhung thay déi ctia n6. May tan
céng sé cung cap cac chirng chi cho may chd web va gia mao may khach. Lwu lwvong duwoc
nhéan tro lai tr website an toan va duoc cung cép tr& lai cho may khach. Qua trinh lam viéc
kha tét, may cha cé lién quan van nhan lwu lwgng SSL ma khong hé biét vé sy khéac biét
nay. Néu khéng dé y thi rat kho phat hién diéu di thwong khi ket noi. 3. Bao mét trong web
service Ngay nay cong nghé web services da va dang duoc trién khai va &rng dung trong réat
nhiéu linh vwe khac nhau bao gém cé nhirng [inh vue nhay cam, doi hdi tinh an toan cao
nhw tai chinh, ngan hang,... Do d6 web service can cung cap mét mirc an toan du dé hé tro
nhirng cong viéc nhw thé. Ben canh mat dwoc cua cong nghé web services mang lai thi viéc
dam bao an toan, tin cay, toan ven thdng tin trao doi trén web service ciing 1a mot diéu rat
quan trong trong qua trinh xay dwng web services, bang viéc st dung WS security va cac
thanh phan cda no gilp cho théng tin trao dbi trén web services tré nén an toan hon. Trudc
hét ching ta xem xét nhung nhan té rdi ro anh hwdng dén mirc an toan clta nhirng ng
dung dwa trén web service.
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2. M6t so kiéu gia mao, danh cap thong tin

va cach phong chong. -

Chung ta s& str dung mot kich ban rit tién ngan hang qua mang dé xem xét van dé. bay la
mot rng dung client/ server don gian md t& mét ngudi rat tién (client) két ndi toi trung tam
dir liéu cua ngan hang dé sur dung mot ng dung web service dé thwe hién yéu cau cua
minh. Néu khdng cé sy an toan nao da dwoc ap dung, thi c6 ba nhan t6 mao hiém chinh: -
Nhung giao dich khong hO’p phap (Unauthonzed transactions) : mét ngwoi nao do khong co
quyén nhung van yéu cau rit tién. Giao dich nay khéng hop phap Chung ta cam van dé nay
bang cach s dung co ché chirng thwe ctia WS - Security. Mdt vi du ctia sw chirng thwe bao
gdmphai c6 mét két hop user ID/ password trong SOAP message. - Nhirng thong bao khong
ma hoba (Readable messages in clear text-no encryption): so hiéu tai khoan va s6 dw tai
khoan trong g6i SOAP rat dé bi doc 1én trén mang. Viéc 16 thdng tin nay la do thong tin tai
khoan va s6 dv duoc guli qua mang dwéi dinh dang van ban. Pé giai quyet van dé nay,
thdng tin nay phai dwoc ma héa & mirc kénh chuyén thong diép hoac ¢ mdc thong diép
(WS - Security). - Nhirng thdng diép bi thay dbi hodc méat mat (SOAP message susceptible
to modification-no integrity).Trong qua trinh chuyen thong tin t& nguoi rat tién den trung tam
di¥ liéu, né co thé bi chan. Va ‘nhirng thong tin nay co thé bi thay d6i, vi du nhw sb tai khoan
la 1234 thi bj thay d6i thanh sb 9876
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2. M6t so kiéu gia mao, danh cap thong tin

va cach phéng chong. =

Van dé nay dan dén thleu s toan ven. Nhirng vi du trén, chung ta da mo ta sy an toan lién
quan t&i nhirng yéu cau cla sw chirng thwe, tinh bi mat, va sw toan ven thong tin. Trwdce khi
cé WS-Security, sy an toan kénh chuyen thdng diép rat thuworng dwoc sty dung Sy an toan
kénh chuyén thong diép & chd la n6 ma hoéa toan b6 théng diép, dan dén s dung CPU cao
hon. Tuy nhién véi WS- Secunty, nd cung cap nhirng cach t6i wu hoéa nhung thao tac an
todn, ma yéu cau it thei gian st dung CPU hon. Dwa vao mirc an toan can thiét ma mot
hodc nhiéu hon nhirng co ché an toan nay c6 thé dwoc ap dung cho mot ung dung. Tuy
nhién viéc chon co ché an toan cho web service pha| doi héi sao cho nguoi dung khong
cadm thay qué phirc tap tao mét sw go bo, do dé viéc chon co ché an toan nao trong S
security thi phu thudc nhiéu vao loai service va nhirng tinh nang ma servive nay cung cap, vi
du nhu service vé glao dich tai chinh ngan hang phai cé co ché an toan hiéu qua hon so voi
service chon loc va phan loai tin tlrc hay service cho biét ty gia trao dbi gitra cac loai ngoa|
té,.... Bén canh dé con mot diém can quan tam do6 la sy an toan khéng chi phu thuéc vao
nhung giai thuat, nhung tiéu chuan, va nhung co ché ma ws security mang lai, ma né con
tuy vao thai d6 cuia cac cong ty c6 hleu rd tm quan trong cua an toan thong tin kh| trién khai
cac rng dung, giao dich trén _mang hay khong oung rat can thiét. Co hai hinh thirc bdo mat,
do 1a bao mat trén kénh truyén va bao mat & mirc thong diép.Hién nay hau hét cac dich vy
déu két hop ca hai hinh thire dé tbi wu cho viéc bdo mat. Bdo mat & muirc kénh truyén : trén
kénh truyén phai bao dam dwoc thong diép an toan va toan ven. O mrc nay thi ta thuong
dung kénh truyen an toan nhw HTTP + SSL dé tao két ndi an toan dén client.An toan & mirc
nay doi hdi co sé& ha tang ‘mang phai tét. Bdo mat & murc thong dlep dé tang mdrc dd an
toan cho théng diép,ta s dung thém WS security cung. cap mic an toan cho thong
diép.Cac dir liéu dwoc ma hoa va dwoc str dung chir ki s0 dé tranh bi danh cap thong tin.Ca
hai bén server va client déu st dung cac key dé co thé chirng thwec 1an nhau
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3. Bao mat trong Web Service. P

2

¢« Web Service Secu rlty |a mét chuan an toan cho SOAP va cé nhirng phan mé
rong cua SOAP, n6 dwoc dung khi muon xay dung nhirng web service toan
ven va tin cay. Web Service Securty dam bao cho tinh an tovcay cia thong
diép

¢ Chirng thyc trong mot ing dung

IPhia may khach: May khach s& cung cap mot dau hiéu an toan trong tap tin
moO ta cling nhu phai chi rd mdt Callback handler dé lay tai khoan va mat
khau trong théng diép SOAP va giri t61 may chu.

JPhia may chi: May chua chi rd mot Callback handler dé doc dau hiéu an
toan trong SOAP may khachva xac nhan no.
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Vi du bao mat trong Web Service.

‘ |

Thiét 1ap quyén truy cip va sir dung Web Service

Web Service ciing nhw Web Page mét so cho phep truy cip tw do, mot so
yéu cau phai cé quyen truy cap. Viéc thiét lap quyen truy cap mot Web
Service dwge thwe hién nhw ddi voi Web Page va thlr()’ng dwoc cAu hinh
trong web. conflg Doan ma sau thiét 1ap quyen truy cp Administrators cho
tat ca cac trang trong thu muc admin:

<location path=""Admin"'>
<system.web>
<authorization>
<allow roles="Administrators”/>
<deny users="*"/>
</authorization>
</system.web>
</location>
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4. Thwc hién bao mat trong Web Services——

¢ Cac budc tao sy an toan thong tin trong mot Gng dung
[1Phia may khéach:

- Chi r nhiing thanh phan cta thdng diép ma phai c6 chir ky hay mot dau hiéu ching thuc
nao d6 (nam & phan than thong diép)thong diép

- Chi_r6 mot khoa trén hé thong tap tin ma sé ky Ién thong diép. Chi nhitng may khach da
duoc cip quyén méi c6 quyén so hitu khoa nay.

- Chi rd nhirng giai thuat s& duoc st dung bai khda dé ky 1én thong diép.
[1Phia may chu:

- Chi r0 nhu:ng thanh phan ctia thong diép can dugc ky. Néu thong diép dén khéng c6 mot
chit ky hop 1¢, thi yéu cau sé& that bai.

- Chi r0 gidi thuat ma khéa str dung dé bao dam tinh toan ven cua thong diép gtri dén .Thong
diép phan hoi phai duoc ky va cung cap thong tin chit ky khi phan hoi.
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Vi du thwc hién bao mat trong Web Services=——

¢« Dang nhap

- Pé ¢6 thé str dung cac phuong thirc c6 thiét 1ap quyén thuc hién, can phai ding nhap véi quyén

tuong tmg. Phuong thire ding nhép c6 thé duge dinh nghia nhu sau:
[WebMethod] public bool LoglIn(string userName, string password) {

if (System.Web.Security.Membership.ValidateUser(userName, password)) {

FormsAuthentication.SetAuthCookie(userName, true); return true; }

else { return false; } }

- Viéc kiém tra tinh hop 18 cta tai khoan duoc thyc hién bang phuong thire ValidateUser cta
Membership va dit trang thai dang nhap bang phuong thirc SetAuthCookie cia FormsAuthentication.
pé trang thai dang nhap duoc Iuu lai phuc vu cho viéc thuc hién cac phuong thirc khac, phia client

phai bat Cookie.
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Vi du thwc hién bao mat trong Web Serviges=—

¢« Dang xuat

- Phuong thirc ding xuét duoc dinh nghia nhu sau:

[WebMethod] [PrincipalPermission(SecurityAction.Demand, Authenticated = true)]
public void LogOut() {
If (Context.User.ldentity.IsAuthenticated) FormsAuthentication.SignOut();

}
- Sau khi déng xuat, trang thai dang nhap bi xo04 va dé thuc hién dugc cac phuong thirc ¢6 thiét 1ap
quyén thi phai dang nhap tré lai.

- Pé x4c dinh trang thai dang nhap hién tho1i, hoac xem tai khodn dang nhap hién thoi co nam trong
nhém nao d6 hay khong, co thé dinh nghia cac phuong thirc sau:

[WebMethod] public bool IsAuthenticated() {
return Context.User.ldentity.IsAuthenticated,;

b
[WebMethod] public bool IsInRole(string role) {

return System.Web.Security.Roles.IsUserInRole(role);
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2].

Bob Breedlove, Web Programming Unleashed. Sams

Michael Girdley, Kathryn A. Jones, Web Programming with

Java. Sams Publishing
3].
4].
3].

Al Williams, Active Server Pages, Coriolis Group

Beginning Active Server Pages, Wrox Press

Cac dia chi website :
www.oracle.com/technetwork/java/javase/downloads/
www.netbeans.org/downloads/
www.visualstudio.com/downloads,
www.microsoft.com/en-us/download/,www.truli.vn

[6] hitp://www.glib.hcmus.edu.vn (Thw vién DPai hoc Khoa Hoc Tw
Nhién TP. HCM)
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