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Gi¢i thieu VLAN
= Md ta VLAN trong mang

What is a VLAN?

Building 1

"Student' VLAN
"Faculty” VLAN

* AVLANis en independent LAN netwark.

A VAN allows student and faculty PCs to ke separaled although they
share the same infrastructure.

= AVLAN can be named for sasier identification.

Noi dung
= Gidi thiéu VLAN.
= VLAN Trunking.

= C&u hinh VLAN va Trunk.
= Chuén doan VLAN va Trunk.

Gi&i thieu VLAN
= Céc loai VLAN

Types of VLANs
Management PC
VLAN 99
R T % Suitches §1, S2, §3:
L FO/1 and FO/3 are 802.1Q trunk interfaces with
Fort naive VLAN 99 - 172.17.99.0/24
T FOis
FO/d
Student FOI1 - & Student
. Feh
VGDIED —_FOt “Fon e FOME VLAN 20
172.17.20.22124 ~ Fo: 2 172.17.20.25024
FO5s
.
Guest Guest
VLAN 30 VLAN 30
172.47.30.23/24 172.47.30.26/24
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Gici thieu VLAN
= VLAN port membership

VLAN Port Membership Modes

Static VLAN Dynamic VLAN Voice WLAN

Fa2

VMPS FOi18
4114 11114111 =VLAN 10

viantsa 774
VLAN 10

MAC = 111141111111

VLAN 20

VLAN 20 g

VLAN Trunking
= Gijai thich Trunk khi hoat déng trén multiple VLAN

Faculty - 172.17.10.0/24

Students - 172.17.20.0/24

Guest - 172.17.30.0/24
Management and Native - 172.17.99.0/24

Faculty

] 5 —— 4 8witch
172.17.10.21 A C/—jg‘/&)/ Ports, ane for
,-,' e — each
Student subnetwork
172.17.20.22

Giéi thieu VLAN

= Quan ly broadcast domains v&i cac VLAN

Layer 3 Forwarding

Step 1 SV far | SVI for
VLAN 10 VLAN 20

Faculty = g = Faculty
WLAN 10 - Pt Foi1,’ " L FO3 . VLAN 10 -
17217.10.21 ‘ N 17217.10.24

. 7 "
DN J;w\ wa;\ i
= - \ -
Fon aeta’ | / ceit 12
Student =2 \V 5% Student

WLAN 20 -
172172022 VLAN Trunks configured to support: 172172025
VLAN 10,20

VLAN Trunking

= Co ché hoat déng cla Trunk

Trunking Operation

PC1 sends out a broadeast on VLAN 10
PC3 sends out a broadeast on VLAN 30 ﬁ
FO/5
Faculty Faculty
172.17.10.21 e 172.17.10.24
B .
. \ \
/ N
~ FOM1
S rcm\l‘ / Fﬂf_] 11 S
172.17.20.22 L / 172.17.20.25
- FOi6 ‘/
VLAN Trunks
Gust configured to Guest
172.17.30.23 support: 172.17.3025

VLAN 10, 20, 30
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VLAN Trunking

Tart FOM i3 configured with
switchpozt mode Lounk

= M ta ché dd port trunking

DTP Swiichport Made Interactions

ot FO3 is configured with
switchport mode dysamic aubo

N

/

Fo1 47w FO
P N

CAu hinh VLAN va Trunk

= Cac budc cau hinh trunk va VLAN

Configuring VLANs and Trunks Overview
Use the following steps to confioure and verify VLANS and trunks on & switchad network:
. Creals [e VLARNs
2 Assign swileh parls [0 VLANs slatically

3. Verify VLAN conficu-ation.

e ~
- ~
Part FOM is conligured with . “a Port FO'3 is configured with 4. Enaglc trunkng cn the intor-switch conneciions.
switohport mode trunk . ™, switchport mode dynamic avto
/' 5. Warl'y trunk configuration.
s
-
-
i 2

= | énh ding tao VLAN

£ fconfigure terminal

& {nontig) fvlan 20

Sl {oontig=vlan] #name student
Sl {cantig—vlan) Fend

Céau hinh VLAN va Trunk

Add a VLAN

Switch S1:
VLAN 20
"student" \

Student PC \
17217.20.22 \

C4u hinh VLAN va Trunk
= | &nh ding quan ly VLAN

Verify VLANs and Port Memberships

Show VLAN Command
Comios o commama sy
shew vian [brief | id wisn i | mame viar-nane | summary] .
Display one line for each YLAN with the VLAN name, stalus, and its parls. brief
Display information about a single VLAN identified by WLAN ID number. id wica-ra

For vian-id, the range is 1 0 4094

Display information about & single VLAN identified by YLAN name. The VLAN name  Rame vl
is an ASCI string from 1 to 32 characlers.
Display VLAN summary infarmation. surmary

Show Interfaces Command

Cisco 108 CLI Command Syntax _

show interfaces interfzcs-id | vlan vian-ig] | switchport

Valid interfaces include physical ports {including type, module, and port number) and
portchannels. The pori-channel range is 1 Lo
VLAN identification. The range is 1 1o 4D94. vlan wlan

Display the administrative and operational status of a switching port, including port switchport
blocking and port protection settings.
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CAu hinh VLAN va Trunk

= | énh tao Trunk

Configure an 802.1Q Trunk

Chuan doan VLAN va Trunking

= Céc su cb thudng gép cla VLAN va trunk

Common Problerms with VLANs and Trurks

(T S ™ S
Native VLAN mizmatzhes Pose & security fiska and creets Fzr examgls one port has defined sz
unintendsd rasults VLAN €9, the othar defired s VLAN
100,
€11 Command Syntax _ Trunk maode mismatches Causes loss of notwork conncclivity. Far oxnn’tle‘ on sort eonfigurcd as
frunk mode "off” and the othes £5 trunk
Enter globsl configuration made St#configure ferminal mode 'or"
Enters the interface configuration moda for the defned Interface.  Si{ontig)Antertsce witarfacs o WLAMa and IP Subnets Causes loss of network conneclivity.  Fzr examgle user computers may heve
Forre the link zonnactng the switthes to be 2 trunk link S{ronfig-if#switzhpon mode tunk baen conficured with the incorrect 1P
Sprec iy wrother VLAM sx the nalioe VLAN fur unlsgyged for IEEE S4(oonii g-iNswilchport runk nalive vian v i addreases
802.10 trunks. Alowed YLANS on runks Causes unexpected fraflic or no reMlic T st of sllowed VLANS does nol
Retum tn prhileged FXFC mode Si{onfigitand 3 baing sent evor he truh, aupport curent VLAN truniing
requirements

Chuéan doan VLAN va Trunking

= Cac sy cd thudng gap cla VLAN va trunk

Chuéan doan VLAN va Trunking
= Cach chudn doan va khéc phuc sw cd

Native VLAN Mismatches

VLANSS WEB/TFTP Server

Incerrect VLAN List
172.47.99.1

Student E-meil Server WEB/TFTP Server
VLAN 20 - 172.17.20.10 VLAN 10 - 172.17.10.30

Fadtd
Fort ) - Foi3 Faculty
0 "N VLAN 10-172.17.10.24
. N
., \
) 2 \ f R ;
N FOr1 L FEN i
P - \ / " Foitd -
Fol o "l can't connect to the L / s
|
VLANSS Web server" g Y ! Fos FOH8 Student
VLAN Trunks 172.17.93.3 \ ! ey VLAN 20-172.17.20.25
Allowed — 10, 99

WVLAN Trunks \\
Native VLAN - 89 Allowed - 10,20,99

N
"l can't connect to the
Natlve VLAN - 99 student e-mail server"
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Summary Summary
= VLANS

Allows an administrator to logically group devices
that act as their own network

= Types of Traffic on a VLAN include
Data
Voice

Are used to segment broadcast domains
Network protocol

Some benefits of VLANs include Network management
Cost reduction, security, higher performance, = Communication between different VLANSs requires the
better management use of
Routers

Summary

= Trunks

A common conduit used by multiple VLANS for

intra-VLAN communication [ | ' l ' [ | ' l ' [ |

= EEE 802.1Q

The standard trunking protocol c I s c o

Uses frame tagging to identify the VLAN to which a
frame belongs

Does not tag native VLAN traffic
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