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* Xtr Iy sw ¢6 c6 nghia la gi

* Cach xac dinh mot van dé dé co giai phap
* Xem xét cach ban c6 thé quan ly phan cirng
* Nhan biét cdc van dé phan mém c6 thé giy ra la gi

* Xac dinh céc giai phap tiém ning cho cic vin dé

Xty ly sw co la gi? Quan ly phan cirng

* Hai cach don gian d€ giir cho cac hé thdng an toan: * Thay thé phin civrng
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Quan ly phan cirng Quan ly phan cirng

* Cap nhit phian cirng
- Doi khi mot nha cung cip sé phat hanh mot ban cap nhat

» Kiém tra cac dau ndi hoic day cap
- Kiém tra tat cd cac két ndi cho cac thiét bj dwoc an toan va

khong c6 gi xay ra véi cac day cap firmware cho mot thiét bi

- 1a mot chwong trinh tich hgp (phin mém) dwgc nhing vao trong

- DAy cap tao ra mot con dwong cho cic may tinh va thiét bi
ngoai vi giti tin hiéu véi nhau mat phén cirng va kiém soat cac chirc niang cta thiét bi
. as N Az . A - DPuoc phat hanh khi c6 cong nghé dién toan va mang c6 nhitng tiéu
- C6 thé can phai thay thé toan bd cap dé kiém tra xem day chuiinl;né-i e - &
z 0 2 b ¢ s Ay 2 ~ .
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Quan ly phan cirng Quan ly phan cirng

- Né’u ban V]:ra mé‘i néng Atheros AR9285 802.11b/g/n WiFi A;zpter Properties. =

General | Advanced | Drver | Detais | Resources | Power Managemet |

cdp h¢ diéu hanh cliaban | o . oo

* Cap nhit trinh diéu Khién thiét bi

- DPuoc thiét k€ d€ 1am viéc v&i kién tric hé diéu hanh cu
thé hodc két ndi véi phan I —
, - L. N ~ Driver Date: 9/23/2009
- DEkiém tra xem mot thiét bi c6 bao gom trinh diéu khién cirng cli véi mot hé Duarlien: 300172
- . " L. X ”' - , Digital Signer: ;A:;F;‘:ﬂ}vmdws Hardware Compatibility
thong méi, kiém tra cac S ] Toven e st et

64-bit hay khong, ban c6 thé kiém tra cac tai liéu san
pham, hay truy cip trang web clia nha san xuit, hoic truy

trinh dléu kh1'e"n thi'e\’t bi To updatethe dver sofvwar for i deves
: [ ol Back Dmer | fth devs o sheruodatng the rver. ol

ap vao trang webp K m a nh ong thich voli
Disables the selected device.

Touninstallthe diver (Advanced).
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Quan ly phan cirng Quan ly phan cirng

» Windows bao gdm céc trinh diéu khién nhw mdt phan cia * Cap nhat hé diéu hanh
hé diéu hanh - Mot thiét bi phan civng khong con hoat dong, diéu nay thwong la két
- CAc trinh diéu khién chung sé cung c4p chitc ndng co ban qua clia xung dot gitra khi mot tap tin dwoc st dung béi hé dieu hanh
hodc céc thiét bi

- Nén cai dat cac trinh diéu khién phat hanh véi thiét bi, néu c . .
™ L. - e ) . . . " = Mot chwong trinh phan mém khéng con hoat dong nhw trudce, diéu
* Kiém tra cac trinh diéu khién tai trang web ctia nha san xuat T T B o i e e i e e frrme e s

d4u tién diéu hanh va cac chrong trinh ¢ng dung
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Gilr ban sao dir liéu ciia ban

Quan ly phan cirng

* Xt ly cAc vin dé phan clirng Khac » Mot hé théng chi c6 ich néu cac di liéu n6 chira 1a hop 18 va c6 thé truy

- N&u ban khong thé doc cac tap tin tir dia CD hoic DVD, hiy kiém tra cap dwoc
dia xem c6 cac vét tray xuéc hodc bui bdn khong * Mot ban sao luu 1a mot ban sao ctia tap tin va thu muc
= Luwu trit mot ban sao clia cac tap tin trén mot may tinh khac trén mang hodc

- N&u ban khong thé in, ddm bao ring cAc may in dwoc két néi va bat
trén mot thiét bi lwu trir bén ngoai

- Néu két ndi hoat dong nhung may in khong in, kiém tra méy in cho cac . . R R
A L 1K: - St dung phin mém chuyén dung dé xir Iy sao lwu
thong bao loi
+ Pay du (Full): Ban sao tit ca cac tap tin dwoc lya chon trén hé thong, doi

- Thinh thoang, ban c6 thé can phai lam sach may tinh hodc may in do B e e e R e

bui ho3c hat gidy.
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Giir ban sao dir liéu caa ban

* Trong mét chién lwgc Full két hgp véi Incremental, sao lvu
xay ra nhuw sau:

1. Mot ban sao lwu day du xay ra vao tdi Thir Sdu luc 2:00 sang dé lwu
lai t&t ca cac dir liéu.

2. Saolwu gia ting dwgc thyce hién méi dém tir Thir Hai dén thi Nam
ltc 2:00 dé lwu lai nhitng thay d6i mdi ngay trén phwong tién sao
Iwu riéng biét.

3. Vao Thir Sau, mdt ban sao luu ddy du xdy ra vao lac 2:00 sang dé
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Giilr ban sao dir liéu caa ban

* Trong chién lwgc ddy du va gia ting, sao lwu xay ra khi:

1. sao lwu Day du xay ra dém thit sau ltic 2:00 sang dé nim bt
tAt ca cac dir liéu.

2. Saolwu gia ting xay ra moi dém tir thir hai dén thir Nam lic
2:00 sang dé ndm bat nhitng thay ddi mbi ngay trén phwong
tién sao lwu riéng biét.

3. Thit Sau, sao luu day du x4y ra vao lic 2:00 sang dé ndm bat

Giilt ban sao dir liéu ctia ban

* Phrong tién sao Iwu c6 thé tré nén dit do va cong
kénh
- Phu thudc vao s6 lwong dir liéu dworc tao ra va tan suit
dw phong
* Bing, dia CD c6 thé dwoc tai st dung

- Giam chi phi va 1am gidm lwgng khong gian can thiét dé

tit ca cac dir liéu hién tai, bao gom ca thay ddi sau khi sao lvu
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Giilt ban sao dir liéu ctia ban

¢ Lwu triv nhirng ban sao
- Sao lwu bén ngoai (hoac doc lap)
- Luu trit 6 dia ctrng g&n ngoai hodc phwong tién & vi tri cach xa
may tinh
- Sao lwu ngoai vi (hoic trwc tuyén)
= Luwu trit vao mot vi tri tir xa trén mang, hodc lwu trit vao may chu
hodc cac vi tri lwu trir dwoc cung cdp théng qua mdt nha cung cip
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Quan ly phin mém

* Cap nhit cac phin mém
- C6ratnhiéuli do d€ phat hanh cic ban cip nhat phan mém &ng dung
- Khi dwoc thong b4o ring mot ban cap nhat kha dung, hiy chic chin
ban hiéu dwgc muc dich ctia ban cip nhat va sau d6 quyét dinh xem
ban cin phai cai dit né hay khong R
- Né&u c6 ban cap nhit mot goi dich vy, né thudng gL
chira mot sy két hop cac ban sira 16i va cac tinh
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Quan ly phan mém

* Nang cip hé diéu hanh
- Nhiéu ly do dé ning cip hodc thay ddi phién ban
- Cac phién ban phd bién nhit cia hé diéu hanh Windows
la:
Version Home  Professional Ultimate
Windows XP 4 v

Windows Vista v v v
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Quan ly phin mém

- Néu ban cai dat ban cip nhit va gip cac vin dé
véi phain mém, hay xem xét thwe hién cac buéc
twong ty nhw sau:

- G& cai dat ban cAp nhat d€ tré vé phién ban trudc ciia phin mém
o d6 c6 thé 1am cho nhirng vadn dé trwdc diy con ton tai nhung
ban sé& c6 mot phién ban lam viéc cia phin mém

- Doéng tat ca cac rng dung khéc trwére khi cai dit cac ban cap nhat
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Quan ly phan mém

- Mbi phién ban hé diéu hanh dwoc thiét ké dé lam
A 7 A 7 ~
viéc v&i phan cirng cu thé.
+ Kiém tra ky cic yéu cau hé thong t8i thiéu trudc khi mua
+ M6t s6 phién ban cii ciia phan mém khong twong thich véi ning cdp
- Nang cip co thé giy ra van deé:

+ Quén kich hoat

© 11G Vietnam.
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Padi phoé véi virus hodc phan mém ddc hai

* Phin mém déc hai (malware) 1a cac chwong trinh hoic tip tin giy
t6n hai cho may tinh
- Virus pha hiy cac tip tin va dir liéu
- Worm tiéu hao tai nguyén hé thong
- Trojan (mot dang khdc cta virut) cho nguwoi st dung trai phép
truy cdp bit hop phap (giup cic Hacker truy cip trdi phép vao
may tinh 14y di nhirng thong tin quy bau cta ban.
* Phin mém gian diép (spyware)
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Pai pho véi virus hodac phan mém ddc hai

+ N&u phin mém chong virus ludn cip nhit:

- Cap nhat mau cac loai virus méi nhat

- quét cac tap tin hodc chwong trinh bi nhiém cho cac

X . e N
mau virus dwoc biét dén

- Né&u virus dwoc tim thdy, 6 cirng cta ban thwong c6 thé

dwogc lam sach ngay lap tirc.
A Y

A

e N . J N A

Padi phoé véi virus hodc phian mém ddc hai

+ Cac nhan vién IT thinh thoang sé:
- Xem c4c tap tin cich ly trén hé thdng ctia cong ty
- Yéu cau cac nhan vién mang mdy tinh xach tay dén bao tri thuong
xuyén
* Cai dit phan mém chdng virus cang sém cang tdt, va quét
may tinh dé€ tim virus c6 thé thwong tri

* Gilr cho phin mém chdng virus ctia ban dwgc cip nhat va ciu
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Pai pho véi virus hodc phan mém doc hai

¢ Tranh virus hodc phin mém ddc hai
- Luwu tat ca cac tap tin tai vé vao thw muc khéc véi thue muc
dit liéu va quét trwdre khi mé ching
- Quét bat ky phwong tién di dong trwdc khi sao chép hoidc
ma tip tin cha trén cic phwong tién nay
- Né&u ban chia sé tip tin v&i ngwoi khac, quét tap tin trudce
khi gtri dé dam bao ban khon

v tinh truyén virus cho ho
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Padi phoé véi virus hodc phan mém ddc hai

- Hay nghi ng& bt ky tap tin dinh kém nao ban bit ngd
nhan dwgc qua email hay IM
- Khong mé tap tin dinh kem
- C0 géng lién hé véi nguoi glvi va xac dinh tap tin dinh kém hop phap
- Néu ban khong thé lién hé v&i ngudi giri hodc ngurdi givi 1a khong
biét vé tap tin dinh kém, x6a ngay cac tap tin dinh kém tir théng
diép hodc x6a toan bo thong diép tir chwong trinh email
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v

i pho v&i virus hoac phan mém doc hai

- Thuc hién quét hé théng va néu vi-rit dugc tim thiy:
- Kiém tra cac khu vuec bi ¢6 1ap, hodc x6a hoan toan virus
- Néu trong b nhé hoat dong va khong thé khéi dong phan mém
chéng virus, goi IT
- NE&u khong thé x6a, cach ly virus
o Lwuy tén cla virus va di dén trang web ctia chwong trinh chéng
virus d€ c6 dwoc cong cu loai bd

Padi phoé véi virus hodc phian mém ddc hai

- C6 thé bi nhiém néu:
- Ban thdy thong bao hoic nhic nhé ban chwa bao gio
thay tru¢c day

- Ban nhén thiy may tinh dwong nhw chay chdm hodc
ban dot nhién gdp van dé véi phan mém

- Mot s6 ng dung phan mém khong con lam viéc.
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St dung Safe Mode

* Néu mdy tinh ctia ban khong khéi dong ding cach hoic
khong khéi dong
- Tai cic dich vu c8t 16i cho hé diéu hanh dé chdn dodn vin dé
* C6 thé dwoc yéu ciu hodc c6 thé xuit hién trong qua
trinh khaoi dong khi:

- Windows khéng dwgc tit diing cich

- Windows hién thi desktop nhwng sau dé bi treo may, khong hoat dong

©11G Vietnam,
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St dung Safe Mode

+ Safe Mode: stt dung s6 lvgng
t6i thiéu cac trinh diéu khién
va dich vu c6 thé. Khong st
dung dwgc mang

+ Safe Mode with Networking:

gom cc trinh diéu khién mang

va dich vu can thiét dé truy cap

A z
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Khai thac Windows Help and Support

* Dé kich hoat Help:
- chon Help and Support tir trinh don Start, hoac
- nhin F1, hoic
- nhén nit e (Help) trong bat ki hop thoai
* Clra s6 Windows Help and Support window chta:

- cac nut diéu hwong va tim kiém
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St dung Safe Mode

©

* D& s dung ché do Safe Mode:

5

Khaoi dong mdy tinh.

B9

Ngay sau khi mdy tinh khéi dong, bAm va git F8 cho dén khi ban thiy

dwoc trinh don cta ché do khéi dong.

3. St dung phim miii tén dé di chuyén xudng ché do Safe Mode ban muén st
dung va sau d6 nhin Enter.

4. Man hinh desktop Windows xut hién va dong chir Safe Mode xu4t hién

trén bén géc ctia man hinh.
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© O G« W 8 e cpto - . Thanh cong cu
. | 7l

p Find an answer quickly
mterstewvordsimthesrch borsbore. (211

|2 Céclién két dé didu hwéng
Help dinh vi cdu tra l&i cho

Not sure where to start? chinh ban

Lol . Céc lién két dé truy cap cac
e = théng tin bd sung tir

Mare on the Windor Microsoft

website, which hes infermation,
doing mor: wit your .
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Khai thac Windows Help and Support Khai thac Windows Help and Support

m T , T * Str dung muc luc @ o epmssit L |y
. ] o = B 00 ©<NBoom
&) &) = &3 sk options ~ - DéKkich hoat: - 2
- Trong cira s6 Windows Help and :
. Arrows - Cho phép ban dén . Browse Help - Hién thi vi tri hién tai Support, bAm vao lién két Browse
lai cac buérc thong qua hé trong muc luc. Help topics, hoac
thong Help. - trén thanh cong cu Help, chon «
. Help and Support home - . Learn about other support options (Browse Help)
[r4 ban v& trang chi Help Di dén t &5 oA T T G oF
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Khai thac Windows Help and Support

+ Khai thac ho tro ky thuat bé sung

- Lién lac véi Microsoft

Khai thac Windows Help and Support

- D& hién thi phién ban ctia Windows cho hd tro kj thuat:
- nhdp vao nut Start va chon Control Panel. Trong ctra s6 Control

. o Panel, nhip vao System and Security, va sau d6 nhip vao System,
- Dén mot ctra hang c6 cung cdp ho trg ky thuit hoiic

- Thué mdt nha chuyén gia c6 thé dén dia diém ctia ban dé
stra chita may tinh hodc chi dan cho ban cach gidi quyét
vén dé

- nhip vao nut Start, nhap chudt phai vao Computer va chon
- i -_-dshg‘
Properties - H T
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Khai thac Windows Help and Support

* Str dung cac co’ s& kién thirc cia Windows
- , » Microseft Support
1. biéu hudéng dén: EEECS e m——

support.microsoft.com/kb

Aavanced Seoech

2. Nhip van ban tim kiém,
nhin Enter.
3. Nhip vao lién két cho két

St dung Task Manager

* Cac rng dung (Applications)
- Hién thi mot danh sich cic chwong trinh dang mé va tinh
trang cla ching

- nhép chudt phai vao tic vu
Y A Eing - Interet Explorer, optmized for Bing and ... Runring
chuong trinh dé lua chon mot | Eemaeies™ ™™™
trong nhitng hanh dong
~ < ~

7 z

EndTasc | [ switchTo | [ HewTesk.

Prosessex69  CPUUsmge: 4%

Physical Merory: 429

St dung Task Manager

* D€ hién thi Task Manager:

- nhan CTRL + ALT + DELETE dé hién thi
cac tuy chon; chon Start Task Manager'
hoac

- nhéin CTRL + SHIFT + ESC, hodc

- nhap chuot phai vao thanh tac vu va

St dung Task Manager

* CAc tién trinh (Processes) it I
ile Options View Help.
- Hién thi danh sach clia tAt cd | [l
cac tién trinh dang chay trén —— A
- hitu ich nhét khi khic phuc s mam e e )
c6 mot van dé trén mdy tinh ot e
e w e U
- Néu két thuc qua trinh, chon | St | 3 | o | e
e | vt | o | v | oworte |

]

CPU Usage:9% Physical Memory: 49%

(Cdroms )

10
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St dung Task Manager

[l

* Cac dich vu (Services)

Aoolcatons | Processes| Serices |performance | Networkna | Lsers ]

- Hién thi danh sach cic dich vu || [mx = s mee Tew”

dang hoat dong trén hé théng || |z

- Mot dich vu 1a mot chwong trinh Nevimare - .
thwe hién mot chirc nang khong co || (o= = oo v
bat ky sw tham gia cia ngudi dung

2

N A e

CPU Usage: 10% Physical Memory: 49%

Cau hoéi 6n tap

1. John bit dau thay thong diép lién quan dén viéc thidu khong gian trén &
clrng ctia minh xut hién nhigu lIan. Ong nén lam gi tiép theo?
a. Viétra nhitng cac thong bao 16i hién thi.
b. Goi hd tro ki thuat dé khéc phuc sw cé.
c. T4t may tinh cho dén khi hd tro ki thuat dén.
d. Mua mot may tinh méi.

2. Firmware dé cip dén diéu gi?

©11G Vietnam,

T6m tat bai hoc

* Xtr Iy sw ¢6 c6 nghia la gi

* Cach xac dinh mot van dé dé co giai phap

* Xem xét cach ban c6 thé quan ly phan cirng

* Nhan biét cdc van dé phan mém c6 thé giy ra la gi

* Xac dinh céc giai phap tiém ning cho cic vin dé
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Cau hoi 6n tap

3. Diéu gi xdy ra khi mot ban cip nhat cho hé diéu hanh thit bai khi qua
trinh cai ddt ban cap nhat chay dwoc 75%?
a. Ban khong con cho phép tiép tuc cai dit.
b. Ban d3 hét thoi gian dé hoan thanh viéc cai dat day du.
c. Ban khong c6 du khong gian dia cirng d€ cai dat tit ca cac tap tin.
d. Ban nhan ra ban da cé chwong trinh cai dat.

4. Néu ban lwu trit mot ban sao lwu dit lidu ctia ban véi Cloud, dir liéu ndm

©11G Vietnam,
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A 2?2 = A A A 2?2 = A A
Cau hoi on tap Cau hoi on tap
5. Né&umdt ban cap nhit chwong trinh tng dung lam cho chwong trinh 7. Ban c6 thé 1am gi dé gidm thiéu kha ning 1y nhiém cho may tinh cia
nglrng hoat dong, nhitng buéc ban c6 thé lam truéc khi c§ ging cai dit ban véi mot virus?
lai ban cap nhat? a. Luwuva quétbat ky tap tin dinh kém tir email trwéc khi mé chiing.
a. GO bo cai ddt toan bo chwong trinh tng dung. b. Khéng bao gio* m& mot tip tin véi dinh dang tap tin .exe giti qua email

ma khong can né dau tién.
c. Néu tai mot tip tin tir Internet, lwu va quét cac tap tin trudc khi st dung
d. Batky nhitng diéu & trén
T e e, P e e. ahoacc
2BAtl: nhl’l'ng i,he“’ o tfen . ) 8. Ban c6 thé tim sy gitip d& hodc tw vdn dé stra chita mot van dé trén may tinh

b. Dong tit ca cic wng dung dang md, bao gom ca chwong trinh email
cta ban, va khéi dong lai may tinh.
c. Cai datlai hé diéu hanh.
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