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BAI 1: GIOT THIEU ROUTING VA PACKET
FORWARDING

Gidi thiéu, xay dung bang dinh tuyén, Path Determination va Switching,
Static Routing, Dynamic Routing, VLSM va CIDR

Gidi thiéu

Xay dung bang dinh tuyén

Path Determination va Switching
Static Routing

Dynamic Routing

VLSM va CIDR
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Nhan biét dugc cac mo hinh mang trong doanh nghiép.

Giai thich dugc cau tao, qua trinh khdi dong va IOS cua Cisco
Router.

Trinh bay dugdc cach xay dung bang dinh tuyén.

Trinh bay dudc qua trinh Path Determination va Switching cua
Router.

Trinh bay dugc ky thuat VLSM va CIDR.

Cau hinh dudc Router Cisco co ban va static route trén Router Cisco

-



Gioi thiéu kién truc mang doanh nghiép, qui tac thiét ké mang doanh
nghiép va mot s6' mo hinh phé bién hién nay

Teleworker




<+ Cisco Enterprise Architectures
€ Campus Architectures (Ki€n trdc khuon vién)
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+ Cisco Enterprise Architectures
¢ Campus Architectures (Kién trdc khuon vién)

#La mot mang luGi gom mot toa nha hoac mot nhom cac toa
nha dugdc két n6i vao mot mang doanh nghiép d6 bao gom
nhiéu mang LAN.

4 Thudng gidi han trong mot khu vuc dia ly co dinh.

#Mang Campus md ta cac phuong phap dé tao ra mot mang
luGi kha nang md rong, giai quyét cac nhu cau cua hoat
dong kinh doanh.



+ Cisco Enterprise Architectures
¢ Data Center Architectures

#La trung tam dir liéu co trach nhiém quan ly va duy tri hé
thong dir liéu nhiéu va quan trong doi véi hoat dong kinh
doanh hién dai.

#Nhan vién, doi tac, va khach hang dua trén dir liéu va cac
ngudn luc trong trung tdm dir liéu dé co hiéu qua cdng tac,
va tuong tac.

# Trong thap ky qua, su’ ndi Ién cta Internet va cong nghé trén
nén web da lam cho trung tam dir li€u quan trong han bao
gid hét.



+ Cisco Enterprise Architectures
¢ Teleworker
# Nhiéu doanh nghi€p ngay nay cung cap mot moi truong lam
viéc linh hoat cho nhan vién cua ho, cho phép ho lién lac tu
van phong Vvé nha.
#Kién trac cho phép doanh nghlep quan ly tap trung glam
thi€u cac chi phi IT ho trg, va bao mét tich hgp manh mé.



<+ Cisco Enterprise Architectures
4 Branch
#L3 kién tric hd trg doanh nghiép mé rong Ung dung van
phong va tich hdp hang loat cac dich vu trén router tai chi
nhanh cho cac doanh nghiép khi trién khai dich vu mdi.

Regional Office

Branch Office



4+ MO0 hinh mang phan cap (Hierarchical Network Model)

Core

High-Speed Switching

Distribution

Access Policy-Based Connectivity

Local and Remote Workgroup Access




+ Mo hinh mang phan cap (Hierarchical Network Model

Core

Distribution

Access

Module 1 Module 2 Module 3




&

Mo hinh mang phan cap (Hierarchical Network Model)

Core: L3p 16i 1a mét dudng truc téc dd cao va la dudc thiét k& dé
chuyén cac gdi tin cang nhanh cang t6t.

Distribution: Phan nhom cong viéc theo phan doan va co lap cac
van dé mang trong mot khu vuc. Cung cap cac chinh sach dua trén
két noi.

Access: L3p nay dudc st dung dé hiing traffic tUr ngudi dung dau

cuoi.



+ Hierarchical Network Model WAN

Access »Layery
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+ Hierarchical Campus Model

Workgroup Access Access
Policy-Based 0 i I
ot Distribution

Edge Distribution
High-Speed [I— Module
Switching

Departmental
: Switch Block




+ MO0 hinh mang doanh nghiép két hg

Enterprise Campus
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4+ MO0 hinh mang doanh nghiép két hgp
¢ Enterprise Edge
#Cung cap két ndi bang giong noi, video, va cac dich vu dir
li€u bén ngoai doanh nghiép.
# Cho phép doanh nghiép st dung Internet va cac nguon luc
doi tac, va cung cap nguon luc cho khach hang.
# Module nay thudng co chi’c nang nhu’ mot lién lac gitra cac
module khuodn vién va cac module khac trong kién truc
doanh nghiép.




[ Thanh phan, cau tao, gqua trinhkhoi dong va cau hinh can ban Ciscci
Router

+ Router va Computer
4 Thiét bi dinh tuyén (Router) thuc chat la 1 may tinh (Computer)
dac biét. Router chira 1 s6 thanh phan tucng tu nhu PC.
€ CPU
¢ RAM
¢ ROM
% Flash
& 10S
¢ NVRAM
€ BUS
% Power



+ Router CPU va Memory

4 CPU — Don vi xt' ly trung tam: Thuc thi cac cau Iénh cua hé diéu
hanh dé thuc hién cac nhiém vu sau: khdi dong hé thong, dinh
tuyén, diéu khién cac cong giao ti€p.
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+ Router CPU va Memory
¢ RAM: Pugc st dung dé luu bang dinh tuyén, cung cdp bd nhd
cho chuyén mach nhanh, chay tap tin cdu hinh va cung cap
hang dgi cho cac goi di liéu.




+ Router CPU va Memory
€ ROM: (Read-Only Memory)
4 Quan ly tién trinh POST (power-on self test)
4 Ch(ra chuang trinh khai dong (bootstrap program)
# Mini I0S

JR: e

g L1
g o

Boot ROM
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+ Router CPU va Memory

% Flash:

# Nai luu Internetwork Operating System (10S)
# Luu cac thiét 1ap cau hinh khi khai dong va tat

@2008 - 2011 Khoa CNTT
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+ Router CPU va Memory
& Power
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+ Router CPU va Memory
$ NVRAM (Non-Volatile RAM)
# CO thé Iuu lai thong tin ngay ca khi khéng con ngudn nudi.
¢ Chura file cau hinh startup cho hau hét cac loai router ngoai
tru router co Flash file system dang Class A. (7xxx)

# Ch(ra Software configuration register, sir dung dé xac dinh
I0S image dung trong qua trinh boot.

& BUS
#Bus: bugc sir dung dé thong tin lién lac gitfa CPU véi cac
cong giao ti€p va cac khe ma rong. Loai bus nay van chuyén
dif liéu va cac cau Iénh di va dén cac dia chi cia 6 nhd tuong
ung.




+ Internetwork Operating System (I0S)

¢ La hé dieéu hanh mang cua Router.

4 Mac du co nhiéu phan mém IOS khac nhau cho nhiéu loai thié€t
bi v&i nhitng dac tinh khac nhau, nhung cau hinh I1énh cd ban thi
giong nhau.

4 I0S cung cap cac dich vu mang nhu sau:

#Dinh tuyén va chuyén mach.
#Dam bao viéc bao mat cho viéc truy cap tai nguyén mang.
# Ma rong hé thong mang.



+ Router Boot-up Process
¢ Budc 1,2

Perform Post

Load bootstrap

Locate and load
operating system

Locate and load
configuration file
or
enter "setup” mode

F.

=

1. Perform POST

2. Execute Bootstrap Loader

3. Locate the 105

4. Load the 105

5. Locate the Configuration File
6. Execute the Configuration File...

or T. Enter Setup Mode

System Bootstrap, Version 12.3{8r)TH, RELEASE SOFTWARE {fcl)
Cigeo 1841 (revisiem 5.0} with 114688E/S16384E bytes of memory.



+ Router Boot-up Process
¢ Budc 3,4

Perform Post

Load bootstrap

Locate and load
operating system

Locate and load
configuration file
or
enter "setup” mode

1. Perform POST

2. Execute Bootstrap Loader

3. Locate the 105

4. Load the 105

5. Locate the Configuration File
6. Execute the Configuration File...

or 7. Enter Setup Mode

System Bootstrap, Version 12.3({8r)TH, RELEASE SOFTWARE {fcl)
Cizeo 1841 (revision 5.0} with 114638E/16334E bytes of memory.

self decompressing the image :

FodfadradeiaddddeatirdardadsadiiadAadisaiaderdabaadrdaddadrddeiadendidas [OK]



+ Router Boot-up Process
¢ Budc 5,6

Perform Post 1. Perform POST

Load bootstrap 2. Execute Bootstrap Loader

3. Locate the 105
Locate and load

operati
perating sy 4. Load the 10S

5. Locate the Configuration File
Locate and load

configuration file . .
or 6. Execute the Configuration File...
E
enter "setup” mode
or 7. Enter Setup Mode
System Bootstrap, Version 12.3{8r)TH, RELEASE SOFTWARE {fcl) i
Cisco 1841 (revision 5.0} with 114638E/16384K bytes of memory. E

Self decompressing the image @
e fdadraduddidadfadiadrdti i fandnanddidaifadfaddrdardadiandadinds (O]
Festricted Rights Legand

Uze, duplication, or <disclesure by The Govarnment 1s L?
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+ Router Interfaces
¢ Cac cong giao tiép : la ndi router két ndi vai bén ngoai
¢ Router c6 3 loai cdng: LAN,WAN va Console/AUX
#Cong giao ti€p LAN: cd thé gan cd dinh trén Router hodc
dudi dang card rdi.
#Cong giao ti€p WAN: c6 thé la cong Serial, ISDN, cong tich
hdp don vi dich vu kénh CSU (Chanel Service Unit) co thé
dinh trén Router hoac dudi dang card rdi.

# Cong console/AUX la cong ndi tiép, chu yéu dugc st dung dé
cau hinh router, két ndi vao may tinh thdng qua modem
hoac thong qua cong COM trén may tinh.



4+ Router Interfaces
& Két noi WAN
& Két noi LAN

WAN Connections

ST T ha - : - > v

. s AL | - ' N
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LAN Connections = Management Port
Connections



+ Router va Network Layer
& Router dugc xem la mot thiét bi & Layer 3 cia mo hinh OSI nén
viéc chuyén tiép goi tin dugc dua vao cac thong tin trong cac goi
tin IP, cu thé la Destination IP Address. Qua trinh nay dugc goi
la dinh tuyén.

Packet Forwarding

T0:192.168.3.10 192.168.3.10

Each router examines the destination IP address to
correctly forward the packet.
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4+ Router va Network Layer

192.168.1.10

g &

PC1

Application

Presentation

Session

Network l

Data Link !

|
|
|
| Transport
|
|
|

Physical |
@2008 - 2011 Khoa CNTT

192.168.4.10/24

. Application

' Presentation

& -6 L]

PC2

| session

R1 R2 R3 || Transport
Network || Network  ||[|  Network  ||[ A Network
Data Link Y| DataLink ||A DataLink Y|| | DataLink
Physical | Physical  ||[|  Physical  ||[| Physical
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4+ Cau hinh cc ban Router

User EXEC Mode
Privileged EXEC Mode

Global Configuration Mode |Router (config)# h Exit

Configuration

ode

Router>enable |
Ctrl-Z (end)

Routerf#fconfigure terminal |4

Prompt

Interface
Subinterface
Controller
Line

Router

Router (config-if) #
Router (config-subif) #
Router (config-controller) #

Router (config-line) #
Router (config-router) #

ICNDZ20GR_17



4+ Cau hinh co ban Router
4 Giao dién dong lénh cua Cisco su’ dung cau trdc phan cap, cau
trdc nay doi hoi khi cau hinh phai vao ché do tucng (ng.
& I0S co mot chuong trinh thong dich goi la EXEC, khi nhap vao 1
dong lénh, thi EXEC sé thutc thi ngay cau Iénh do.
¢ P3c diém cla cac ché do.
#User Mode : ché do nguGi dung, chi cho phép thuc thi mot
s6 cau Iénh hién thj cac thdong tin co ban cua Router, ché dd
ngudi dung cd ddu nhac la “>".
# Privilleged Mode : ché do dac quyén cho phép thuc hién tat
ca cac cau lénh cluia Router, ché do dac quyén co dau nhac la
“H#Y.
# Global Configuration Mode: Thuc thi cac Ién cau hinh Router.



+ Cau hinh cg ban Router

¢ D&t mat khau cho Cisco Router
Console Password

SwitchX (config)#line console 0
SwitchX (config-line)#login
SwitchX (config-line) #password cisco

Virtual Terminal Password

SwitchX (config) #line vty 0 4

SwitchX (config-line) #login

SwitchX (config-line) #password sanjose

Enable Password

SwitchX (config) #enable password cisco

Secret Password

SwitchX (config) #fenable secret sanfran

Service Password-Encryption Commands

SwitchX (config) #service password-encryption
SwitchX (config) #no service password-encryption

301P_256




4+ Cau hinh cg ban router
& Cau hinh Interface

# Chuyén vao ché do cau hinh Interface (interface  configuration
mode).

RouterX (confiqg) #interface type slot/port
RouterX (config-if) #description string

# Type: Bao gom ethernet, fastethernet, serial, atm, dial...
# Slot/port: Xac dinh Interface cu thé (Vi tri cia Interface trén
Router)

# String: NOi dung mo ta Interface, maximum = 238 ky tu.



+ CAau hinh cd ban router
& Cau hinh Interface
#Pat IP Address

RouterX (config-if) #ip address ipaddress subnetmask

4 Ipaddress: Dia chi IP cua Interface.
# Subnetmask: Subnetmask cua Ipadress.
# Riéng vai Interface Serial, si dung thém cau Iénh:

RouterX (config-if) #clock rate 64000

4+ Enable Interface

RouterX (config-if)#no shutdown




+ Cau hinh cg ban router

€ Cau hinh Serial interface

| <

DTE

EIATIA-232
V.35
X.21
HSSI
Others DSU/CSU
> |
. .."o’
Modem
DCE

Data Terminal Equipment

User device with interface
connecting to the WAN link

Data Circuit-Terminating Equipment

End of the WAN provider side of the
communication facility

I01P_191



+ Cau hinh cd ban router
& Cau hinh Interface

SwitchX#show interface fastethernet 0/0
Fastethernet 0/0 is up, line protocol is up
Hardware is MCI Ethernet, address is aa00.0400.0134 (via 0000.0c00.4369

Internet address is 131.108.1.1, subnet mask is 255.255.255.0
Output Omitted

2295197 packets input, 305539992 bytes, 0 no buffer

Received 1925500 broadcasts, 0 runts, 0 giants

3 input errors, 3 EPb, 0 frame,'b overrun,‘blignoréd,AO abort
0 input packets with dribble condition detected

3594664 packets output, 436549843 bytes, 0 underruns

8 output errors,

1790 collisions,
10 interface resets,

0 restarts




Khai niém bang dinh tuyén, cach xay dung béng dinh tuyén thong gua
cac giao thuc dinh tuyén pho bién

+ Gidi thiéu bang dinh tuyén

Network
10.1.2.0 Network Network

L 10.8.3.0 10.1.1.0
| J/\/—

. N
LU

10.1.2.0 Directly connected — fa0/0
10.1.1.0 Directly connected — fa0/1
Network 10.8.3.0 | Directly connected — s0/0/0
10.1.3.0 10.1.3.0 | ViaR2 (10.1.2.2)

=
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+ Gidi thiéu bang dinh tuyén
4 Bang dinh tuyén (Routing table) la mot ca s& dir liéu cua Router
luu trlr cac tuyén duong di tot nhat tdi dich.
& NOi dung trong mot bang dinh tuyén co thé co:
# Directly connected: Router truc ti€p két ndi va IGp mang nay.
¢ Static Routing: Pudc nhap vao bang dinh tuyén bdgi ngudi
quan tri.
# Dynamic Routing: Pugc hoc bang cach trao doi cac thdng tin
dinh tuyén.
# Default Route: CO thé dudc cdu hinh Static hodc Dynamic,
dung trong truéng hgp khong tim dudc dudng nao tdi mang
dich.



+ Gidi thiéu bang dinh tuyén (Routing table)
¢ Router sé sr dung danh sach clia mang dé xac dinh nai gui dir
li€u, bao gobm cac thong tin sau:
4 Dia chi dich cia mang, mang con hoac hé thong doc lap.
4 Dia chi IP cla giao dién Router k€ ti€p phai dén.
# Giao tiép vat ly trén Router phai sir dung dé dén chang ké&
ti€ép.
# Subnet mask cua dia chi dich.
#+ Administrative Distance.

# Thdai gian (tinh theo giay) tu khi Router cap nhat lan cudi.



+ C4c nguyén tac cla bang dinh tuyén

4 Bang dinh tuyén sé dudc cap nhat khi cau tric mang cé su thay
doi.

& Qua trinh cip nhéat dién ra titng budc mét tir Router nay dén
Router khac.

4 MOi router gUi di toan bd bang dinh tuyén cla no.

& Béng dinh tuyén cd thong tin vé dudng di tdi tUng mang dich,
tong chi phi cho dudng di, dia chi cua Router ke ti€p.



<+ Static Routing
4 Static route dugc sU dung trong cac trudng hgp sau day:

¢ Mot mang luGi chi cd mot so it cac router.
# Mot mang dugc két noi vai Internet thong qua mot ISP chi
cd duy nhat.
# Mot mang IuGi rong I6n dudc cau hinh trong mot topology
hub-and-spoke.
¢ Nhugc diém: Khong xac dinh dugc dudng di tét nhat, hodc
muon xac dinh phai thuc hién thuat toan va tinh toan bang tay.



<+ Static Routing

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

Ri¢show ip route
Codes: C - connected, SS#=wsStaties I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-I5, L1 - I8-IS5 level-1, L2 - IS-IS level-2, ia - IS5-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

2 192.168.1.0/24 is directly connected, FastEthernet0/0
C 192.168.2.0/24 is directly connected“ Serial0/0/0




<+ Dynamic Routing
4 Giao thuc dinh tuyén cho phép router tu dong chia sé cac thong
tin dinh tuyén ma no biét cho cac router khac .Tu dd, cac router
co thé xay dung va bao tri bang dinh tuyén cua no.
¢ Giam thiéu thdi gian ciu hinh cho ngudi quan tri.
@ Tu dong diéu phoi tuyén dudng di tot nhat.
4 Hai nhom giao thuc dinh tuyén chinh:
# Distance-Vector (RIPv1, RIPv2, IGRP, EIGRP)
# Link-State (OSPF, IS-IS)



+ Distance-Vector Routing Protocol
¢ Trao do6i bang dinh tuyén dang broadcast tdi cac Router lang
giéng theo chu ki nhat dinh dé tinh todn khoang cach va hudng
di tot nhat t&i mang dich.

Distance: How far?
Vector: In which direction?

e
an VS

D




4+ Link-State Routing Protocol

¢ Trao doi cac goi tin Link-State update tdc thdi thédng qua qua
trinh flood goi tin nay ra toan hé thong va sau do tinh toan
duong di tot nhat tdi dich.

/i\
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[ ink-state Packets ] Routig

Table

=

Topological
Database




+ C4c loai Metric thudng dung dé tinh todn dudng di tét nhat
4 Bandwidth

4 Delay

¢ Reliability
4 Loading
¢ MTU

@ Hop




<+ Best Path va Metrics

¢ Metrics: La gia tri du’cjc sir dung dé do khoang cach t&i mét 16
trinh da dinh.
¢ Best Path: Budng dan tdi dich cd metric thap nhat.

Bandwidth

Delay

Hop Count

Cost




+ Equal Cost Load Balancing
4 Khi mot router cd nhiéu dudng dan dén mdt mang dich va
metric cla cac tuyén dudng nay la nhu nhau, lUc do router sé

thuc hién can bang tai.

=1




+ Equal Cost Load Balancing
4 Can bang tai cd thé dugc cau hinh dé€ sir dung giao thic dinh
tuyén dong va ca cac tuyén dudng tinh.
€ Bang dinh tuyén sé chlra cac mang dich duy nhat nhung sé co
16i ra nhiéu Interface.



+ Administrative Distances
& Administrative Distances xac dinh d0 uu tién cua cac giao thuc
dinh tuyén, khi cac dudng dan co chi phi bang nhau va cé nhiéu
tuyén dudng dén mang dich tu mang nguon.
¢ Cisco router st dung tinh ndng AD dé chon giao thiic dinh tuyén
tot nhat, la s6 nguyén 0-255.



[ Céu tric IP header, Frame Header va qué trinhchuyén tiéb goi tin a@
Router

4+ Packet Fields va Frame Fields
4 Packet Fields

- Byte 1 | Byte 2 | Byte 3 | Byte 4—|

Service Type

Identification

Time to Live Protocol

Source Address

Destination Address

Options




+ Packet Fields va Frame Fields
¢ Packet Fields
# Version - Version number (4 bit): Chu yéu la phién ban IPv4.
# Time to Live (TTL - 8bit): Chi ra khoang thai gian bao lau ma
mot goi tin dugc coi la hadp I€.
# Source Address(32bit): Dia chi IP nguon.
# Destination Address(32bit): bia chi IP dich.




<+ Packet Fields va Frame Fields

€ Frame Fields
Field Length,

in Bytes

8

Ethernet

6

46-1500

Field Length,
in Bytes IEEE 802.3
7 1 6 6 2 46-1500 4
S Destination Source
Preamble (0 Length 802.2 Header FCS
F Address Address and Data

SOF = Start-of-Frame Delimiter
FCS = Frame Check Sequence

022P_074



+ Packet Fields va Frame Fields
& Frame Fields

# Preamble (Ethernet) va Preamble-SOF (802.3): C6 cau truc
10101010...11 dé danh dau diém bat dau cia mot Frame
4 Destination address: Dia chi MAC dich

# Source Address: Dia chi MAC nguon.

# Type (Ethernet): La chudi code dinh danh cac giao thirc  13p
trén.

# Length (802.3): Chiéu dai cua toan bd Frame.
# Data: DU liéu ma Frame mang theo.
# FCS — Frame Check Sequence: Kiém tra I6i Frame.




4+ Path Determination

¢ La quéd trinh Router Iua chong Next-hop dé chuyén gdi tin téi
dich.



+ Switching
¢ La mdt qua trinh dugc st dung bdi mot router dé chdp nhan
mot gdi dif liéu trén mdt interface va chuyén nd ra mot interface
khac.
4 Nhiém vu chinh cua chic nang switching la dong goi dir liéu
trong cac loai khung lién két thich hgp cho interface dé guri di.



Application: Network, t6i c6 mét vai div liéu mudn  guri
t&i 192.168.4.2 va téi khdng can mét két ndi tin cay

Transport: Téi sé dung UDP. Gwri t6i dir liéu

APP
DATA

4

i

ﬁplication: Day la di¥ liéu

L3 =192.168.3.1
L2 = 0800:0222:2222

L3 =192.168.3.2
L2 = 0800:0333:2222

4

[

L3 =192.168.4.1
L2 = 0800:0333:1111

L3 =192.168.4.2
L2 = 0800:0222:1111

301P_412



APP

DATA
UDP: T6i dwa vao UDP Header
v y
UDP | APP
HDR | DATA | > T
UDP: IP, guwi n0 t&1 192.168.4.2
SRC IP DST IP UDP APP IP: T6i dwa vao IP Header
192.168.3.1 192.168.3.2 HDR | DATA | Z2—
N
IP: Layer 2, gti n6 t¢i 192.168.4.2
"
L3 =192.168.3.1 a L3 =192.168.4.2

L2 = 0800:0222

12222

L3 =192.168.3.2
L2 = 0800:0333:2222

L3 =192.168.4.1

L2 = 0800:0333:1111 L2 = 0800:0222:1111



Layer 2: ARP, c0 dia chi MAC cua 192.168.4.2 khéng?

ARP: Khéng, Layer 2 sé phai gilr lai goi tin
nay trong khi téi phan giai dia chi

SRC IP DST IP UDP
192.168.3.1 192.168.4.2 HDR

4 -5

L3 =192.168.3.1 @ L3 =192.168.4.2

L3 = 192.168.3.2 L3 = 192.168.4.1
| 2= ReNMO222:2222 | o= BE00:TRGA200S L2 =:0800:0388:1111 -2 =0800:02221111

@2008 - 2011 Khoa CNTT Email: fit@ispace.edu.vn

APP
DATA
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Parking Lot

ARP: T6i thuéc 192.168.3.0/24 va can _dén dich
thuéc 129.168.4.0/24, chung t6i nam khac
segments TOi can dung toi Default Gateway.

ARP: Default. Gateway cua to6i la
192.168.3.2, va toi chwa cé dia chi MAC
cua Default gateway. T6i sé phan giai

u dia chi nay.
L3 =192.168.3.1 @ L3 =192.168.4.2

L3 = 192.168.3.2 L3 = 192.168.4.1
L2= D8000222:2222  |9= 0BOD.0333:2222 L2 =0800:0333:1117 -2 =0800:0222:1111




Parking Lot

ARP: Gai tin Arp Request noi t6i la 192.168.3.1. Ban co

Packet | :
et | phdi 2 192.168.3.27
ARP
Request
DST MAC SRC MAC ARP
Broadcast | 0800:0222:2222 | Request
L ARP SRC MAC
Request | 0800:0222:2222

DST MAC
Broadcast

(\/

— &

L3 =192.168.3.1

L2 = 0800:0222:2222

L3 =192.168.3.2

L2 = 0800:0333:2222

N

S~

[

L3 =192.168.4.1
L2 = 0800:0333:1111

v

L3 =192.168.4.2
L2 = 0800:0222:1111

301P_416



Parking Lot

Router:

T6I vra nhan duwoc mét ARP
Request. Toi sé thém 192.168.3.1 vao bang

ARP cua t6i voi MAC 0800:0222:2222.

y |

ARP
Request
DST MAC SRC MAC ARP
Broadcast | 0800:0222:2222 | Request

(\/

L3 =192.168.3.1
L2 = 0800:0222:2222

L3 =192.168.3.2
L2 = 0800:0333:2222

_f

S~

[

L3 =192.168.4.1
L2 = 0800:0333:1111

v

L3 =192.168.4.2
L2 = 0800:0222:1111

327P_128



Parking Lot

Router: T6i sé giri mét ARP Reply ndi téi la
192.168.3.2 v&i MAC la 0800:0333:2222

DST MAC
0800:0222:2222

SRC MAC
0800:0333:2222

ARP
Reply

L3 =192.168.3.1
L2 = 0800:0222:2222

N

L3 =192.168.3.2

L2 = 0800:0333:2222

%’

L3 =192.168.4.1
L2 = 0800:0333:1111

L3 =192.168.4.2
L2 = 0800:0222:1111

301P_935



Parking Lot | ARP: Téi vira nhan mét ARP Reply tir  192.168.3.2.

:| TOi sé thém IP va MAC cua no vao bang ARP.

ARP: Gi® t6i da c6 anh xa cho Default Gateway. T6i c6
thé cho Layer 2 mét &nh xa cho 192.168.4.2.

ARP
Reply _— ARP: Layer 2,192.168.4.2 dwgc anh xa t¢i 0800:0333:2222

DST MAC SRC MAC ARP
0800:0222:2222] 0800:0222:1111 Reply

L3 =192.168.3.1 a L3 =192.168.4.2

L3 =192.168.3.2 L3 = 192.168.4.1
L2:= 080002222292 | b= (B0G.033312020 L2 =0800:0333:1111 -2 =0800:0222:1111

@2008 - 2011 Khoa CNTT Email: fit@ispace.edu.vn



mailto:fit@ispace.edu.vn

/4

Layer 2: Toi da cé thé glri Frame ma tdi gitr

UDP
HD

DST IP
192.168.4.2

SRC IP
192.168.3.1

SRC MAC
0800:0222:2222

DST MAC
0800:0333:2222

L3 =192.168.3.1
L2 = 0800:0222:2222

@2008 - 2011 Khoa CNTT Email: fit@ispace.edu.vn

L3=192.168.3.2
L2 = 0800:0333:2222

<4

[

301P_420

L3 =192.168.4.1

L2 = 0800:0333:1111

L3 =192.168.4.2
L2 = 0800:0222:1111
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Router L2: T6i nhan dwgc moét frame
v&éi MAC cua t6i. T6i can dwa né [én L3.

\\\ Router L3: Pay Ia IP cla tdi.

T6i can phai dinh tuyén.

Router L3: T6i can
chuyén gai tin nay.

APP UDP DST IP SRC IP
DATA HD 192.168.4.2 192.168.3.1
-
APP UDP DST IP SRC IP SRC MAC DST MAC
DATA HD 192.168.4.2 192.168.3.1 ]0800:0222:2222]|0800:0333:2222 5
~ \’é

i

L3 =192.168.3.1

L2 = 0800:0222:2222

@2008 - 2011 Khoa CNTT

L3 =192.168.3.2
L2 = 0800:0333:2222

Email: fit@ispace.edu.vn

[

L3 =192.168.4.1

L2 = 0800:0333:1111

L3 =192.168.4.2
L2 = 0800:0222:1111
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Destination Next Hop Interface
192.168.3.0/24 Connected fa 0/0
192.168.4.0/24 Connected fa 0/1

Router L3: TGi c6 mot interface trén
segment 192.168.4.0/24. Toi co thé
chuyén goi tin nay trwc tiép téi host

Router L3: L2, gtri gobi tin nay di

DST IP
192.168.4.2

SRC IP
192.168.3.1

APP | uDP
‘\ DATA | HDR

L3 =192.168.3.1
L2 = 0800:0222:2222

L3 =192.168.3.2

L2 = 0800:0333:2222

g\l,

[

L3 =192.168.4.1

L2 = 0800:0333:1111

L3 =192.168.4.2
L2 = 0800:0222:1111

301P_422



Parking Lot

ARP: ARP request noi toi la 192.168.4.1.
Ban c6 phaila 192.168.4.27?

Packet
ARP
Request
DST MAC SRC MAC ARP
Broadcast 0800:0333:1111 | Request

_f

ARP
Request

SRC MAC
0800:0333:1111

DST MAC
Broadcast

(\’

L2 = 0800:0222:2222
L3 =192.168.3.1

L2 = 0800:0333:2222
L3 =192.168.3.2

—>

_

S~

[

L2 = 0800:0333:1111
L3 =192.168.4.1

y

L2 = 0800:0222:1111
L3 =192.168.4.2

301P_932



Parking Lot

Packet
ARP
Request
SRC MAC ARP
0800:0333:1111 | Request

L2=0800:0222.2222 | 2= B0G:0535:2222 L2 =0800:0888:1111 = — 0S00:0222:1111

L3 =192.168.3.1 L3 =192.168.3.2 L3 =192 168.4.1 L3 =192.168.4.2



Router ARP: TO6i nhan duoc 1 ARP
reply tr 192.168.4.2. Toi sé dwa IP
va MAC cla n6 vao ARP table

Router ARP: Gi¢ t0i ¢6 1 anh xa.
TOi co thé cho Layer 2 mét anh
xa t&i 192.168.4.2

Router ARP: Layer 2, t0i c6
anh xa cla 192.168.4.2 a | ARP
0800:0222:1111

DST MAC SRC MAC ARP

g 0800:0333:1111| 0800:0222:1111 |  Reply

L2= 0600:0222:2222 19~ DEDO.0333DP0 L2 =0800:0363:1111 == - 0o00H0222:1111

L3 =192.168.3.1 L3 =192.168.3.2 L3 =192.168.4.1 L3 =192.168.4.2




Parking Lot

Packet
ARP
Reply
DST MAC ARP
0800:0333:1111 Reply

~ 0800:0333:1111

a L2 = 0800:0222:1111

L2 =0800:0222:2222 | , _ 4500:0333:2222 L2 = 0800:0333:1111
L3 = 192.168.3.1 g T THE o gy L3 = 192.168.4.2

! ’ DST MAC




Router L2: T6i da c6 thé glri ra gbi tin  nay

_— \
APP | UDP DST IP SRC IP SRC MAC DST MAC
DATA | HD | 19216842 | 19216831 |0800:0333:1111/0800:0222:1111
S~ S~
L2:= 0800:0222:2222 1= 080003800920 [2 =(800:0335; 1111 -2 =0800:0222:1111
L3 = 192.168.3.1 L3 =192.168.4.2

L3 =192.168.3.2 L3 =192.168.4.1

301P_452



Phan chia Subnet (VLSM), téng hop Network (CIDR) va cdc giao thurc dinh
tuyén ho tro nhithg cach nay

4+ Classful va Classless routing protocol
% Classful routing protocol

# Cac giao thuc dinh tuyén classful bao gom RIPv1, IGRP, EGP
va BGP3.

4 SU dung Classful IP Addressing cé nghia la subnet mask cua
mot dia chi mang dugc xac dinh bdi gia tri cia octet dau
tién, hay ba bit dau tién cua dia chi.

# Classful routing protocol khdéng thé gui cac tuyén dudng
supernet vi router sé ap dung mac dinh classful dén dia chi
mang trong bang cap nhat dinh tuyén.

#Viéc tong hdp cac dudng mang sé dugc thuc hién tu ddng.



4+ Classful va Classless routing protocol
¢ Classless routing protocol

# Giao thuc dinh tuyén Classless bao gom subnet mask vai cac
advertisement route.

# Giao thirc Classless ho trg VLSM.
# TOm lugc cac tuyén dudng (summary route) co thé dugc
diéu khién bang tay trong hé théng.
# Cac giao thuc dinh tuyén Classless:
— OSPF
— EIGRP
— RIPv2
— IS-IS
— BGPv4



+ VLSM (Variable Length Subnet Mask)
4 VLSM la mot ky thuat cho phép ngudi quan tri dung nhi€u gia tri
subnet mask trong cung mot dia chi mang. Diéu nay gilp Viéc
phan chia khong gian dia chi IP mot cach hiéu qua hon.

172.16.14.32/27 172.16.14.132/30

172.16.1.0/24

 172.16.14.64/27 % 172-16-1\4-136/30

172.16.0.0/16

172.16.2.0/24

172.16.14.96/27 172.16.14.140/30

327P_035



+ VLSM (Variable Length Subnet Mask)
¢ Cac giao thirc dinh tuyén ho trg VLSM:

4 Open Shortest Path First (OSPF)

#Integrated Intermediate System to Intermediate System
(Integrated IS-IS)

# Enhanced Interior Gateway Routing Protocol (EIGRP)
# RIPv2
# Static routing



+ VLSM (Variable Length Subnet Mask)
& Cach tinh mang con véi VLSM

172.16.14.132/30

172 16.14.64/97 @ 172.16.14.136/30

172.16.14.140/30

172.16.14.32/27
172.16.1.0/24

172.16.2.0/24
172.16.14.96/27

172.16.14.0/24

327P_035



+ CIDR (Classes Interdomain routing)

4 La mot giai phap khac cho tinh trang thi€u dia chi IP public.
CIDR dugc gidi thiéu tlr ndm 1993 va trién khai mdt ndm sau
do.

4 Tang hiéu qua va tinh md rong cho IPvA4.

4 Cung cap cd ché supernetting, mot cai ti€n cho viéc thu thap
dinh tuyén (summary route).



+ CIDR (Classes InterDomain routing)

172.16.128.0/20

172.16.32.64/26

172.16.32.128/26

Corporate
Network

—1172.16.0.0/16

1172.16.64.0/20

327P_037

4 VLSM va Route summarization la cd ché t6i uu hoa boé nhé bang
dinh tuyén nham tang hiéu suat hoat dong ctia Router.



=+ + ¥

Trinh bay cac mo6 hinh mang thong dung trong doanh nghiép

Trinh bay cau tao, qua trinh khai dong va I0S cua Cisco Router.
Trinh bay dudc cach xay dung bang dinh tuyén va cac loai dudng di
Trinh bay dugc qua trinh xac dinh dudng di va chuyén mach cua
Router.

Trinh bay dugc ky thuat VLSM va CIDR.



+
+
+
+
+
+
+

Kién tric mang doanh nghiép Cisco.

Qui tac thiét k€ mang doanh nghié€p két hgp.
Cach xay dung ndi dung bang dinh tuyén.
Dinh tuyén tinh (Cau hinh).

Dinh tuyén dong.

Qua trinh tim dudng va chuyén mach trén hé théng mang.

VLSM va CIDR.

+ Két luan
4 Bai hoc dua ra cai nhin chung nhat vé hé théng mang doanh nghiép

va nhu cau thiét k&€ mang doanh nghi€ép ngay nay.
# Thuc t€ rat nhiéu hé thong dang dudc thiét k€, cau hi
trdc phan I6p cua Cisco.

?zo k|en
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