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C3u tric hoat ddng cia bd chuyén mach (Switch layer 2)

+ Chuc nang cua Switch Layer 2
+ VLAN

+ VLAN Trunking Protocol

+ Spanning Tree Protocol (STP)
+ Ontap
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MUC TIEU BAI HOC

Trinh bay dugdc chic nang cua Switch Layer 2.
Trinh bay dugc khai niém, dac diém va Igi ich cla Virtual LAN.
Giai thich dugc ddc diém va Igi ich cia VLAN Trunking Protocol.

Gidi thich thich dugc déc diém va cach hoat ddng cla Spanning
Tree Protocol.

Cau hinh dudc Spanning Tree Protocol.
Xay dung dudc VLAN cho doanh nghiép.
Cau hinh dugc VLAN Trunking Protocol.
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Chirc nang cua Switch Layer 2

[ Chuc nang, hoat dong va uu thé cua Cisco Switch so voi cdc Switch t/nfo"ngj

+ Address learning
& Chuyén cac gdi tin dua trén bang dia chi MAC (Content-
Addressable Memory table).
4 Xac dinh vi tri cia may tram dua vao dia chi MAC nguon.
€ GUi gdi tin ra tat ca cac port khi dia chi MAC dich la Broadcast,
multicast, hoac khong xac dinh trong bang MAC.



+ Address learning

MAC Table

Port: 1: MAC PC A
Port: 2: Empty
Port: 3: Empty

MAC Table

Port: 1: MAC PC A
Port: 2: Empty
Port: 3: Empty

MAC Table

Port: 1: MAC PC A 5

Port: 2: Empty

Port: 3: MAC PC B

| Frame | 3
—>

MAC Table

Port: 1: MAC PC A
Port: 2: Empty
Port: 3: MAC PCB

301P_111




+ Forward/Filter

4 Khi 1 khung dir liéu nhan vao trén 1 interface, Switch thay dugc
dia chi MAC dich va tim ki€ém trong MAC database.

& Khung dir liéu chi dugc chuyén ra ngoai t&i 1 cdng dich chi dinh.




+ Loop Avoidance
& Néu cd nhiéu cac két ndi gilra cac thiét bi chuyén mach dudc tao
ra vGi muc dich du phong, vong 13p cd thé xay ra trong hé thdng
mang.
4 Spanning Tree Protocol (STP) dudc s dung dé ngdn chdn hién
tugng vong lap.

=

172.17.10.27

PC1 sends a broadcast onto
the network. The broadcast
gets caughtin a Layer 2 loop,

172.17.10.21 172.17.10.22 172.17.10.23



4+ Khai niém VLAN
& Gidi thiéu VLAN
# Dé phan chia
# Linh dong
4 Bao mat
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4+ Khai niém VLAN

4 Broadcast Control

# Nhirng U'ng dung chi€ém nhiéu bang thong thudng la cac Uing
dung da phuadng tién thudng sU dung Broadcast va Multicast.

#Hé thdng mang kiéu mdi dugc tao ra nham han ché tinh
trang thiét bi bi I6i, phan khic hé théng va nang cao do bao
mat.

Faculty
172.17.40.21/24

Faculty
a 172.17.40.24/24
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+ Khai niém VLAN
& VLAN types
4 Static VLAN
= VLAN tinh la cach phd bién nhat dé tao VLAN, va ciing I3
cach bao mat nhat.

= Cac port cua VLAN lubn luon dugc duy tri dén khi nguGi
quan tri thay doi.




+ Khai niém VLAN
@ VLAN types
# Dynamic VLAN

= Thiét lap VLAN dua trén MAC address, protocol,
application.

= MAC address cua may nao do da dugc nhapvao 1 (Ung
dung quan ly tap trung VLAN.

= Néu 1 node mang dugc gan vao 1 cong khdng dugc chi
dinh trén switch, VLAN cd thé do tim dia chi phan ciing
va an dinh ciu hinh cac cdng chuyén déi vao ding VLAN.




+ Khai niém VLAN
4 Lgi ich cua VLAN
4 Bao mat.
4 Giam chi phi.
4 Hiéu suat cao.

# Gidm thiéu tinh trang “Broadcast storm”.
#Nang cao hiéu suat lam viéc cua IT.



+ Trunking
4 Khai niém trunking

‘ VLAN1 VLAN2 VLAN3 *

Backbone

.
VLAN3 VLAN2



4+ Trunking
¢ Trunking trong VLAN
# K€t noi trunk truyén tai luong dir liéu cua nhiéu VLAN trén 1
két noi duy nhat.
# Cisco ho trg chudn 802.1Q lam viéc dudc trén Fast Ethernet
va Gigabit Ethernet.

PC1 sends out a broadcast on VLAN 10
PC3 sends out a broadcast on VLAN 30

Faculty
172.17.10.21

Faculty
172.17.10.24
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+ Trunking
@ Frame Tag: 802.1Q

Dest | Src Len/Etype Data Erg?:]r;al
Tagged
Dest | Src Tag Len/Etype Data FCS |Frame

EtherType (0x8100) | PRI | VLAN ID
1 | 1 1 1 | | 1 |

327P_077

L Token Ring Encapsulation Flag



4+ Trunking
% Frame Encapsulation: ISL

ISL Header CRC
26 Bytes Encapsulated Ethernet Frame 4 Bytes

DA | Type | User [ SA | LEN |JAAAAO3|HSA INDX |[RES

010G_596



+ Trunking
% Frame Tag/Encapsulation - 802.1Q/ISL

ISL 802.1Q
Proprietary Nonproprietary
Encapsulated Tagged
Protocol independent Protocol dependent
Encapsulates the old Adds afield to
frame in a new frame the frame header




+ Cau hinh VLAN
% Tao VLAN

SwitchX# configure terminal
SwitchX (config)# vlan 2
SwitchX (config-vlan)# name switchlab99

SwitchX# show vlan [brief | id vlan-id || name vlan-name]

SwitchX# show wvlan id 2

VLAN Name Status Ports

2 switchlabo® active  Fa0/2, Fa0/12
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
2 emet 100002 1500 - - - - - o o

SwitchX#




+ Cau hinh VLAN
& Gan Port vao VLAN

SwitchX (config-if) #

switchport access [vlan vlan# | dynamic]

SwitchX# configure terminal
SwitchX (config)# interface range fastethernet 0/2 - 4
SwitchX (config-if)# switchport access vlan 2

SwitchX# show vlan

VLAN Name Status Ports

1 default active Fa0/1
2 switchlab99 active Fa0/2, Fa0/3, Fa0/4




+ Cau hinh VLAN

& Gan Port vao VLAN
# Kiém tra

SwitchX# show vlan brief

SwitchX# show vlan brief

1 default

2 switchlab99
3 vlian3

4 vlan4

1002 fddi-default
1003 token-ring-default

1004 fddinet-default
1005 trnet-default

Status Ports

active Fa0/1

active Fa0/2, Fa0/3, Fa0/4
active

active

act/unsup

act/unsup

Status Ports

act/unsup
act/unsup




+ Cau hinh VLAN

& Gan Port vao VLAN
# Kiém tra

SwitchX#

show interfaces interface switchport

SwitchX# show interfaces fa0/2 switchport
Name: Fa0/2

Switchport: Enabled

Administrative Mode: dynamic auto
Operational Mode: static access
Administrative Trunking Encapsulation: dotlqg
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 2 (switchlab99)
Trunking Native Mode VLAN: 1 (default)
--- output omitted ----




+ Cau hinh VILAN
4 Cau hinh Trunking

SwitchX (config-if) #

switchport mode {access | dynamic {auto | desirable} | trunk}

SwitchX (config-if) #

switchport mode trunk




+ Cau hinh VLAN
& Kiém tra mot két ndi trunk

SwitchX# show interfaces interface [switchport | trunk]

SwitchX# show interfaces fa0/l1ll switchport
Name: Fa0/11

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: down

Administrative Trunking Encapsulation: dotlqg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)




Sﬁifcﬁx# show interfaces fa0/1l1l trunk

Port Mode Encapsulation Status Native vlan
Fa0/11 desirable 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/11 1-4094

Port Vlans allowed and active in management domain

Fa0/11 1-13




VTP la coché guy hoach VLAN cho toan hé thong Switch trong cung mot
Domain, giam toi da thoigian cho viéc cau hinh VLAN

+ VTP

¢ Khai niém

# Muc tiéu cd ban clia VLAN Trunking Protocol (VTP) Ia dé& quan
ly tat cd cac cdu hinh VLAN trén mdt mang chuyén mach, duy
tri tinh nhat quan trong ca mang Iudi.

# VTP cho phép mdt quan tri vién cd thé thém, xda, va doi tén
VLAN ma sau do dudc truyén dén tat ca cac switch khac
trong VTP domain.



+ VTP
¢ DP3ac diém VTP Protocol:

#C4u hinh VLAN nhat quén trong tat ca cac thiét bi chuyén
mach trong mang tham gia vao VTP Domain.

#Thiét lap VLAN Trunking trén nhiéu loai mang nhu: ATM
LANE, FDDI.

# Theo doi va giam sat chinh xac cac VLAN.

4 Bao cao cua VLAN dudc gui dén tat ca cac switch trong VTP
Domain.

# Giam thdi gian cau hinh cho nguGi quan tri.
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VTP Enabled
Switches

% Revision Number:
# La s phién ban cua mot VTP Domain.
# S8 Revision sé tu dong tang Ién mot véi moi sy’ thay déi VLAN
(thém, x0a, sua) trén Server.

#Néu trong cung Domain co trén 1 Server, Server nao co sO
Revision I6n hon, cac Switch khac sé hoc VLAN tu Server do.

@2008 - 2011 Khoa CNTT Email: fit@ispace.edu.vh
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+ VIP
% VTP Mode
+ Server.
# Client.
4 Transparent.

All switches have default settings. '




+ VTP
& VTP Mode

= Tao VLAN

= Chinh stra VLAN

= Xoa VLAN

= GUri va chuyén tiép cac gai tin quang ba
= Péng bd cac VLAN cho Client

= Chitao local VLAN

= Chi chinh stra local VLAN
Transparent = Chixoalocal VLAN

= Chuyén tiép cac goi tin quang ba
= Khdéng déng bd vdi Server

327P 078

= Khéng thé tao, stra, xo4 VLAN

= Gl va chuyén tiép cac goi tin quang
ba

= Péng bo véi Server



+ VTP
@ VTP Prunning
#VTP cung cdp 1 cach dé& ban cé thé bdo quan bdng thdng
bang cach cdu hinh switch nham giam Iuu lugng broadcasts,
multicasts, va unicast.

# VTP Prunning chi ga&i cac goi tin broadcast trén két ndi trunk
ma thuc su’ phai c6 thong tin (c6 su hién dién dau cudi).

Traffic with no VTP Prunning

17217.20.24

PC1 sends out flood traffic on VLAN10

172.17.20.26

172.17.30.23




+ VTP
& Cau hinh VTP

Forn »° N\ FoR
7/ \

7/ N\

172.17.20.25
VLAN 20

172.17.20.22
VLAN 20

172.17.30.23 172.17.30.26
VLAN 30 VLAN 30



+ VTP

¢ Cau hinh VTP

Step Task Command
Dinh nghia VTP mode vip mode
Step O : :
(server/client/transparent) server|client|transparent
Step1 |DBinhtén VTP domain vtp domain name
Step 2 | Dat version cho VTP vtp version 1|2
Step 3 | Dat password cho VTP Domain | vtp password password
Step 4 | Kiém tra trang thai VTP show vtp status




Giup cho cdc Host trong cac VIAN khdc nhau co thé'lién lac duoc vdi nhau

+ Inter-VLAN Routing
4 Két noi gilra cac VLAN

172.17.10.1/24

FO/6 = VLAN10
FO/5 = VLAN30
FO0/1-F0/4 = Trunk

Switch S2 Ports

F0/11 = VLAN10
F0/18 = VLAN 20
F0/6 = VLAN30
F0/1-FO/4 = Trunk

172172022 172.17.30.23

172.17.1021



+ Inter-VLAN Routing
4 Giao tiép vat ly va luan ly

VLAN 20

_ 192.168.2.1
-=" FastEthernet 0/0.2

-
’-I'

-~ =" FastEthemet 0/0 Physical Interface JEastethemet 3/0.1
AR 192.168.3.1 .
A" = . ol 5
Router Sydney \ Semm———-
A rasitihemet 010.3 FastEthernet 3/1.1
“\ VLAN 30 3/1.2
N\ 313
\
192.168.1.1
VLAN 1
FastEthernet 0/0.1

A single ISL link can support multiple VLANSs.



+ Inter-VLAN Routing

172.17.10.21

172.17.20.22

R1 rf
F0/0.10: 172.17.101
F0/0.20: 172.17.20.1
F0/0.30: 172.17.30.1

Switch S1 Ports
FO/1-FO/4 = Trunk

FO/5 = Trunk

Switch S2 Ports
FO/11 = VLAN10
F0/18 = VLAN20

F0/6 = VLAN30
F0/1-F0/4 = Trunk




+ Inter-VLAN Routing

4 Cau hinh Inter-VLAN routing

interface fastethernet 0/0

ip address 10.1.1.1 255.255.255.0
interface fastethernet 0/0.2

ip address 10.2.2.1 255.255.255.0
encapsulation dotlq

ICND20GR_200



+ Khac phuc 16i VLAN
4 Tién trinh khic phuc 16i VLAN

LEDs

(or network Switch Physical link
management — > configuration connection
equivalent) OK? OK?

OK?

l

Fix any problem with switch Fix any problem with configuration Check with CDP, fix any cabling
hardware statements problems

!

L2 path
between
switchs
OK?

VLAN
configuration
OK?

|

Fix any VLAN, spanning tree or intermediate Fix any switch trunking or ISL
router problems configuration problems




+ Khéc phuc 16i VLAN
4 Ngan chan Broadcast storm

# Thiét 18p cac gia tri nguBng qué cao hodc qua thap dé loai
bo su du thura tin hiéu broadcast, multicast, or unicast.

Switch# configure terminal
Switch (config)# interface gigabitethernet0/1
Switch(config-if)# storm-control broadcast level 20

# Gidm tdi thi€u qua trinh STP dién ra trén thiét bi
= Portfast.
= Uplinkfast.
= Backbonefast.



+ Kh3c phuc 16i VLAN
4 Lénh dung khac phuc su co
#Show VLAN
# Show spanning-tree
# Show vlan
# Debug vlan packet



+ Kh3c phuc [6i VLAN
4 Cac trudng hop 16i thong dung
#K&t noi trunk khdéng dugc thiét 1ap gilta cac Switch ho3c
Switch vdi Router.
# VTP khong dudc cau hinh dung.
# ROt goi tin va vong lap.



Khai niém cac thanh phan, hoat dong, thuat toan chong Loop cua Spanning

4+ Redundant Topology

PC1 is communicating with PC4
over Trunk1.

172.17.10.27

172.17.10.21 172.17.10.22 172.17.10.23



4+ Redundance Topology va STP

PC1 sends a broadcast to switch
S2.

=

172.17.10.27

— 172.17.10.21 172.17.10.22 172.17.10.23



4+ Cac thuat nglr
< BPDU
# Sau khi Switch khdai dong, n6 sé gai

Bytes | Field

ra goi BPDU chira Switch Bridge ID 2 Protocol ID
va Root ID. version
. _ VA Message type
# BPDU mang thong tin thiet lap STP Flags
cua Switch. Root ID

Cost of path
Bridge ID

Port ID
Message age
Max age
Hellotime
Forward delay

# ID phu hgp vai Bridge ID cho tat ca
cac thiét bi chuyén mach.

+BPDU dugc guri di moi 2 gidy.

1
1
1
8
4
8
p
p
p
p
p

310P_126



4+ Cac thuat nglr
% STP/Root Bridge
# Root bridge nhu’ 1 diém tham chiéu cho tat ca cac tinh  todn
Spanning-tree dé tao dudng di du phong ngan chan.
#SW nao cdé Bridge ID nho nhat sé dudc chon lam Root

Bridge.
Switch X Switch Y
Default Priority 32768 ? Default Priority 32768
(0x8000) BPDU (0x8000)
MAC 0c00.1111.1111 +—> MAC 0c00.2222.2222

Switch X Switch Y

327P_135



4+ Cac thuat nglr
% Bridge ID

# Dugc xac dinh bang cach két hgp do uu tién Bridge va

address.

Mac

4 Bridge vGi s6 Bridge ID thap nhat sé dudc chon lam Root
Bridge trén hé thong mang.

«———BridgeID-8Bytes

Bridge

Priority MAC Address
< P> < >
2 bytes 6 bytes

<«—— BridgeID-8Bytes

Bridge

Priority | System ID

Extend | maAc Address

< > <
4 bits

b4
12 bits 48 bits



4+ Cac thuat nglr

% Bridge ID
# Vi du vé Extended ID cho 154 bits 12 bits 20
VLAN 12: Néu tru’c‘ing Priority VLAN Number

Priority la default (8 -
Hex), ta doi 8 tu Hexa

sang Decimal. Priority Values (Hex)  Priority Values (Dec)
0 0

Bridge Priority = 32768 1 4006

+ 12 = 32780. 2 8192
é (default) :3,2768

F 61440



4+ Cac thuat nglr
¢ Path cost
#Panh so cho bang thong cac két noi.
4 Dung trong thuat toan xay dung STP.

Link Speed Cost (Re.v.ise(.j IEEE Cost (Pre:'\./iou.s IEEE
Specification) Specification)
10 Gb/s 2 1
1 Gb/s 4 1
100 Mb/s 19 10
10 Mb/s 100 100




4+ Cac thuat nglr
€ Root port

# Root port la dudng két nbi truc ti€p tdi Root bridge,  hoac
dudng két ndi ngan nhat tGi Root bridge.

#NEu co nhiéu két ndi tdi Root bridge, gia tri port (Port cost)
dugc xac dinh bang cach kiém tra béng théng ciia moi dudng
két noi.

# Gia tri port thap nhat sé dugc chon lam Root port.

# NEu co nhiéu két noi co cung gia tri, bridge vdi gia tri quang
ba bridge ID thap nhat dudc chon.



4+ Cac thuat nglr
¢ Nonroot Bridge:
#Pay la tat ca cac Bridge ma khong phai la Root Bridge.
#Nonroot  Bridge trao doi BPDU vdi tat ca Bridge va cip nhat
dir liéu md hinh STP trén cac thiét bi chuyén mach.
+Cung cap 1 bién phap phong vé chdng lai hién tugng lien két
bi 16i (Link Failures).
% Forwarding Port:
# Chuyén ti€p cac goi tin.
¢ Designated Port:

# Designated Port dugc xac dinh khi ndé khong phai Root port
va O gia tri Local Path cost thap nhat.

# Designated Port sé dugc danh dau nhu' la 1 Forwarding Port.



4+ Cac thuat nglr
% Nondesignated Port:
# Nondesignated Port c6 Path Cost cao han Designated Port.

# Nondesignated Port dugc dat & ché do chan (blocking
mode).

# Chung khong phai la Forwarding Port.
% Blocked port:
#Blocked port s& khéng chuyén ti€p khung, dé ngén chadn
vong lap.
+ Tuy nhién Blocked Port van 13ng nghe cac BPDU.



+ Cac thuat ngir

Root Bridge
Segment1  Forwarding 44 1/2  Forwarding  Segment 2
Designated Designated
POt MAc: AAAA.AAAAAAAA  TOT
Forwarding | Root Root| Forwarding
Port Port
1M 1M

1/2] ' MAC: BBBB.BBBB.BBBB  MAC: CCCC.CCCC.CCCC [1/2

Designated Designated Blocking

Forwarding
Port Port 8

310P_16:

Segment 3



+ Spanning-tree Operation
& Nhiém vu cla STP la tim tat ca cac lién két trong mang va tat
bat ky cac két ndi du thua, do dé nd ngan chan hién tugng vong
lap xay ra.
@ STP thuc hién di€u nay bdng cach bau chon mét Root Bridge c6
tac dung nhu mot diém tham chi€u cho tat ca cac thiét bi khac
trong viéc tinh toan STP.



4+ Lua chon STP RootBridge

Root ID = 24577.000A00333333
Bridge 1D = 24577.000A00333333

F0/2 BPDU
Root ID = 32769.000A00222222
Bridge 1D = 32769.000A00222222 .= ————

Path Cost = 19 Path Cost = 19

FO/1 BPOU
Root ID = 32769.000A00111111

Switch S2 forwards out BPDU Bridge 1D = 32769.000A00111111

frames out all switch ports. The Path Cost = 19

BPDU frame contains switch S2

bridge ID and root ID populated, FQ/2 BPDU

indicating that switch S2 is the root Root ID = 32769.000A00111111

belage. Bridge ID = 32769.000A00111111
Path Cost = 19




+ STP Role Vote

Priority
32768

@ Designated Designated
Root Root
Port 1

Designated Blocking

SWR

Designated Designated

Priority

Priority 28672

25476

SW A

SWB

Priority Priority
28672 (O Path Cost for Link 32768




+ Spanning-Tree Port States
% Blocking:
# Trang thai ban dau khi chua tham gia vao qua trinh bau chon
STP.
# Khong chuyén khung dir liéu.
4 Khong xay dung bang MAC.
# Nhan BPDU nhung khong gui ra.
% Listening:
#COng nhan truyén va xu ly BPDU.
# Khong chuyén khung dir liéu.
# Khong xay dung bang MAC.



+ Spanning-Tree Port States
€ Learning:
# LAng nghe cac gbi BPDU va hoc tit ca cac dudng dan  trong
mang chuyén mach.
# Khong chuyén khung dir liéu.
# Bat dau xay dung bang MAC.
¢ Forwarding:
#COng nhan va gdi tat ca cac khung di liéu.
# STP ubn gidm sat cac gbéi BPDU dé kip thdi ngén Loop khi ¢
su’ cO.
¢ Disable
#1 cOng & trang thai Disable khdng tham gia vao qua trinh gdi
khung hoac STP dugc cau hinh bdi ngudi quan tri.



+ Spanning-Tree Port States

Blocking
(loss of BPDU detected)
( max age = 20 sec)

v

Listening <
(forward delay = 15 sec)

'

Blocking
(moves to listening
after it decides
it is a root
port or a
designated port)

Link comes up

Learning
(forward delay = 15 sec)

v

Forwarding

327P_136



4+ Vi du Spanning Tree
% STP Topology

>

172.17.10.27

172.17.10.21 172.17.10.22 172.17.10.23




+ Vidu Spanning Tree
€ STP Topology

S2#show spanning-tree

VLANQOOOL
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0012.068d.6980
Cost 9
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (pricority 32768 sys—-id-ext 1)
Address 001b.0c68.2080
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Role Sts Cost Prio.Nbr Type
Fal0/1 Root FWD 19 128.1 P2p
Fa0/2 Desg FWD 19 128.2 P2p
Fa0/6 Desg FWD 19 128.6 P2p
Fa0/11 Desg FWD 19 128.11 P2p

Fa0/18 Desg FWD 19 128.18 P2p



+ Cau hinh STP
4 Cac budc cau hinh
# Cau hinh cd ban trén Switch.
4 Cau hinh cac Interfaces trén cac Host PC.
4 Cau hinh VLAN.
# Cau hinh Spanning tree.
# TOi uu Spanning tree.




+ Cau hinh STP

Switch (config) #spanning-tree vlan 1 root primary

4 Cau hinh mot Switch tré thanh Root.

Switch (config) #spanning-tree vlan 1 root secondary

& Cau hinh mot Switch trd thanh Secondary Root.

Switch (config) #spanning-tree vlan 1 priority priority

¢ Cau hinh Priority cho 1 Switch (Bbi so cua 4096).



+ Cau hinh STP Portfast

Workstation

On these access switch ports:

(D Configure PortFast.
. Do not configure PortFast.

Switch(config-if)# spanning-tree portfast (interface command)

Switch (config)# spanning-tree portfast default (global command)




+ Cau hinh STP Uplinkfast, Backbonefast

User Workstations
MAC Addresses "1™ "2" "3"

Direct Fault
Detected

N

Resolved by UplinkFast

Link Fault Occurs A'

Directed Fault
Detected

| Indirected Fault
Detected

Root Switch "Backup" Root Switch

g

Building
Access

Building
Distribution

P

. g

.',’ L1 "'-./ll /.I- /A,'
("l -/Vl‘f,./lf,,

Switch (config)# spanning-tree

Switch (config)# spanning-tree uplinkfast (Blocked port

SW)

backbonefast (Forwarding SW)




+ Trinh bay khai niém VLAN, cach hoat dong cta Switch co6 chi VLAN.

+ Trinh bay tac dung cua VTP.

+ Trinh bay cach lién lac gitra cac VLAN.

+ Trinh bay thuat toan chong Loop cua Spanning Tree, cau hinh tuy
bi€n Spanning Tree.



TOM LUQC BAI HOC

4+ Chdc nang cua Switch Layer 2
+ VLAN

+ VLAN Trunking Protocol

+ Spanning Tree Protocol

2






