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MUC TIEU BAI HOC

BAI 5: QUAN LY TRAFFIC VOT
ACCESS LIST

Gi¢i thiéu Access Control List (ACL), Standard Access Lists, Extended
n Access Lists, Named Access Lists

4 Gidi thiéu Access Control List (ACL)
4+ Standard Access Lists
+ Extended Access Lists

Named Access Lists

Cau hoi on tap




MUC TIEU BAI HQC

+ Nhan biét dugc cac loai Access List.

+ Giai thich dudc truong hdp ap dung ACL va vi tri bo tri ACL.
+ Trinh bay dugc déc diém va cac budc tao va ap dung ACL.
+ C3u hinh dugc ACL dé quan ly traffic mang.




Gidi thiéu Access Control List (ACL)

[ Nhitng khai niém co ban, hoat dong cua Access List

+ Khai niém Access Control List
& ACL la mot danh sach cac cu Iénh dugc dp dat vao cdc  codng
(interface) cua router.
€ Danh sach nay chi ra cho router biét loai packet nao dugc chap
nhan (permit) va loai packet nao bi huy bo (deny).
4 Su chdp nhan va huy bd nay cé thé dua vao dia chi ngudn, dia
chi dich hoac chi so port.




Gidi thiéu Access Control List (ACL)

4+ Muc dich su’ dung ACL
& Loc: Quan ly IP traffic truy cap bang cach loc cac gadi tin di qua
router.
& Phan loai: Xac dinh loai traffic dic biét dé xur ly.
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Gidi thiéu Access Control List (ACL)

4+ Muc dich si dung ACL
% Loc:
# Cho phép hodc tUr chdi cac gdi tin di chuyén qua Router.
# Cho phép hoac tu chdi truy cap vty tdi router.
# Néu khong co ACL, cac goi dif liéu cb thé truyén dén tat ca
cac bo phan cua hé thong mang.

Transmission of Packets on an Interface

X

301P_054

Virtual Teminal Line Access (IP)



Gidi thiéu Access Control List (ACL)

4+ Muc dich si dung ACL
& Ung dung ACL




Gidi thiéu Access Control List (ACL)

+ Ap dung Access list cho Interface
4 Inbound (in): Loc cac goi dif lieu di vao cac interface trén
Router.
4 Outbound (out): Loc cac goi diT’ liéu di ra tu cac interface trén
Router.



+ Hoat dong cua ACL

Inbound
Interface
Packets
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Gidi thiéu Access Control List (ACL)

Packet
P SO
Choose
Outbound
Interface Test Outbound
-> ACL Interfaces
Statements
» S1
Packet
ACL?
A
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Discard Packet
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Notify Sender
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Gigi thiéu Access Control List (ACL)

+ ACL Entry

Packets to Interface or

Interfaces in the Access Gr»oup

Permit

Permit

Destination

Interface or,

Interfaces :

Permit

Implicit

‘ Deny
Packet a2 If No Match.
Bucket WHD Deny All




Gidi thiéu Access Control List (ACL)

+ Hoat dong cua ACL
¢ ACL va Routing Process

aAlls Route
on Yes Permit ._Y25 | packet to
erface? packet? Outbound
interface
Default
Yes No
Send Ves ACls
A Tothe Permit on
device packet? nterface?




Gidi thiéu Access Control List (ACL)

4+ Cac loai Access List

€ Standard ACL
# Kiém tra dia chi ngudn trong gai tin.
4 Permit hay deny toan bo protocol .
% Extended ACL
# Kiém tra ca dia chi nguon, dia chi dich, port.
# Permit hay deny 6 mét giao thiic hay (ng dung cu thé.
+ Hai phuong phap cau hinh Standard hay Extended ACL
& Numbered ACL: sr dung dang s6 dé xac dinh
# Standard ACL: 1-99, 1300 — 1999
# Extended ACL: 100 — 199, 2000 — 2699
& Named ACL: st dung tén dé xac dinh loai ACL dang dugc dung.




Gidi thiéu Access Control List (ACL)

+ Cach bo tri ACL
¢ Extended ACL dat ndi cap gan mang nguon.
& Standard ACL dat gan dén mang dich.

m S0 Router C
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Gidi thiéu Access Control List (ACL)

+ Wildcard Mask
& La chi s& ngugc clia Subnetmask dung dé xac dinh mét sd lugng
host cu thé dua trén dai dia chi IP clia cac host.
€ Cung cap kha nang st dung linh dong han subnet mask.
& Wildcard mask dugc xac dinh bang cac wildcard bits.
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Gidi thiéu Access Control List (ACL)

Cach xac dinh Wildcard bits

YVYVVVVY

0

0 0 1 1 1 1 1 1

0 0 0 0 1 1 1 1

1 1 1 1 1 1 0 0

+0 xét cac bit dia chi tuong Ung.
+1 bo qua cac bit dia chi tueng Ung.

Octet Bit Position and
Address Value for Bit

Examples

Match All Address Bits
(Match All)

|lgnore Last 6 Address Bits

Ilgnore Last 4 Address Bits

Match Last 2 Address Bits

Do Not Check Address
(Ignore Bits in Octet)

327P_210




Gidi thiéu Access Control List (ACL)

4+ Cach xac dinh Wildcard bits

Address va wildcard mask:
172.30.16.0 0.0.15.255
Network.Host

172.30.16.0
_

o 0 0 1 o 0 O O
Wildcard Mask: O 0 O O 1 1 1 1

|<---- Match ---- >|<----Don’'t Care ---->

0 0 0 1 0 0 0 0 = 16
0 0 0 1 0 0 0 1 = 17

0 0 0 1 0 0 1 0

|
. =
Q0

327P_514



Gidi thiéu Access Control List (ACL)

4+ Cach xac dinh Wildcard bits

172.30.16.29

A

172.30.16.29 0.0.0.0 xét tat
ca cac bit dia chi la host

Cé thé viét theo cach khac
host 172.30.16.29

Wildcard Mask:

A

N

0.0.0.0

(Matches All Bits)

0.0.0.0

0.0.0.0 255.255.255.255
bo qua tat ca cac bit dia chi. | T T ‘
Cé thé viét theo cach khac

bang cach dung tur any.

Wildcard Mask: 255.255.255.255

(Ignore All Bits)




Gidi thiéu Access Control List (ACL)

+ Cac budc tao ACL

% ACL dugc tao ra ¢ Global Configuration Mode. Khi cau hinh ACL
trén router, moi ACL phai dugc xac dinh duy nhat bang mot so
chi dinh.

Router (config)#

access-list access-list-number { permit | deny } {test-conditions}

ACL command Description

access-list defines an access list
access-list-number protocol-dependent ACL number
Permit defines a statement to allow traffic
Deny defines a statement to disallow traffic
test-conditions ACL test conditions




Gigi thiéu Access Control List (ACL)

+ Cac budc tao ACL
¢ Chi dinh Access list |én interface

Router (config-if)#

{protocol} access-group access-list-number in/out

& Ap dung ACL cho interface

ACL command Description

protocol a protocol specified for the interface

access-group any packets that pass the ACL test
conditions can be permitted to use any .
interface in the access group of interfaces |

access-list-number the ACL identified by this ACL number to
be associated to this interface

In/out Apply inbound or outbound traffic




Gigi thiéu Access Control List (ACL)

+ Cac budc tao ACL
4 Chi dinh access list trén line VTY 0 4

Router (config-line)#

{protocol} access-class access-list-number

ACL command Description

protocol a protocol specified for the interface

access-class any packets that pass the ACL test
conditions can be permitted/deny to use
any vty line

access-list-number the ACL identified by this ACL number to
be associated to this interface




Gidi thiéu Access Control List (ACL)

4+ Cac luét co ban dé tao va dp dung ACL
4 Mot ACL cho moi giao thirc, moi hudng.
& Standard ACL nén dugc ap dung cho interface gan dich dén.
4 Extended ACL nén dudc ap dung cho interface gan nguon.

¢ SU dung tham chiéu inbound, outbound cho cac interface, khi
nhin tu bén trong router.

¢ Kiém tra diéu kién tuan tu tir dau dén cudi ACL.
€ Co diéu kién deny & cudi tat ca ACL.




Gidi thiéu Access Control List (ACL)

4+ Cac luét co ban dé tao va dp dung ACL

¢ Dong mdi ludn dudc thém vao cudi ACL.

& MOt ACL IP sé gui mot thong diép ICMP host unreachable tdi
diém xuét phat cla cac gadi tin bi tir chdi.

@ Nén chu y khi loai bo ACL, tuy thudc vao phién ban I0S, sé cé
mot danh sach mac dinh deny chi dinh Ién bat ki giao dién nao
khi d6 cac traffic sé tam dung.

4 Viéc loc Outbound khong anh hudng dén traffic inbound.




Standard Access Lists

[ Standard ACL su’ dung dia chi nguén dé loc goi tin va duoc dp gén d‘/'ca

+ Tong quan Standard Access Lists

Frame
Header

(For Example,
HDLC)

Segment
(For Example,
TCP Header)

Data

Source
Address

Deny

Use ACL

Statements

1-99
1300-1999

Permit

001G_058




Standard Access Lists

+ Tong quan Standard Access Lists
& Standard Access Lists la tién trinh kiém tra gdi tin IP .

& Standard Access Lists kiém tra dia chi ngudn cutia cac goi tin IP
co thé dugc chuyén.

& Két qua permit hay deny cua bd giao thiic IP dua trén dia chi
mang va dia chi HOST.

¢ Pat Standard Access List cang gan mang dich cang tot.




Standard Access Lists

+ Cach Inbound Standard ACL lam viéc.




Standard Access Lists

+ Standard ACL command

Router (config)#

access-list access-list-number
{deny | permit} source [source-wildcard] [log]

Router (config-if)#

ip access-group access-list-number { in | out }

4 Access list number: 1 - 99
¢ Commands:

Router#show access-lists




Standard Access Lists

+ Cac vi du st dung Standard ACL
€ Permit my network only

Non-
172.16. 3.0 & 172.16.800,.7172.16.4.0
= 172.16.4.13
L £1 .16.4.
~ «— —

RouterX (config)# access-list 1 permit 172.16.0.0 0.0.255.255
(implicit deny all - not visible in the 1list)
(access-1list 1 deny 0.0.0.0 255.255.255.255)

RouterX (config) # interface ethernet 0
RouterX (config-if)# ip access-group 1 out
RouterX (config)# interface ethernet 1
RouterX (config-if)# ip access-group 1 out




Standard Access Lists

4+ Cac vi du su dung Standard ACL
€ Deny a specific host

Non-
172.16.3.0 & 172.16.000,—-"172.16.4.0
I\ £0 1.72.164.13
% L ;

RouterX (config)# access-list 1 deny 172.16.4.13 0.0.0.0
RouterX(config)# access-list 1 permit 0.0.0.0 255.255.255.255
(implicit deny all)

(access-1list 1 deny 0.0.0.0 255.255.255.255)

RouterX (config) # interface ethernet 0
RouterX (config-if)# ip access-group 1 out




Standard Access Lists

+ Cac vi du st dung Standard ACL
€ Deny a specific subnet

Non-
172.16.3.0 & 172.16.000,.-—"172.16.4.0

—r
>

SO

172.16.4.13
EO E1
N | .

RouterX (config)# access-list 1 deny 172.16.4.0 0.0.0.255
RouterX(config)# access-list 1 permit any

(implicit deny all)

(access-1list 1 deny 0.0.0.0 255.255.255.255)

RouterX (config)# interface ethernet 0
RouterX (config-if)# ip access-group 1 out




Extended Access Lists

Extended ACL surdung dia chi nguén, dai chi dich, Port giao thuc déloc
goi tin va duoc dp gan nguon

+ ToOng quan Extended Access Lists
4 Extended Access Lists thudng dugc s dung han Standard ACLs
vi cung cap pham vi kiém soat I6n han.
4 Extended Access Lists kiém tra ngudn cac goi tin va dia chi  dich
cling nhu cac 'ng dung va Port.

4 Tao ra su linh hoat cao hon d& mé ta nhitng gi cac ACL s& kiém
tra.




N

Extended Access Lists

Tong quan Extended Access Lists
An Example from a TCP/IP Packet

Frame
Header

(For Example,
HDLC)

Segment
(For Example, Data
TCP Header)
Port
Number
Protocol
Source
Address Use ACL
— P>, Statements
Destination 100-199 or 2000-2699
Address

Deny

to Test the
Packet

Permit

001G_059




Extended Access Lists

+ Cach Inbound Extended ACL lam viéc




Extended Access Lists

+ Extended ACL command

RouterX (config) #

access-list access-list-number {permit | deny}
protocol source source-wildcard [operator port]
destination destination-wildcard [operator port]
[established] [log]

RouterX (config-if) #

ip access-group access-list-number {in | out}

& Access list number: 100 > 199
& Commands:

Router#show access-lists




Extended Access Lists

4+ Cac vi du sur dung Extended ACL

€ Deny FTP from subnet 172.16.4.0 to subnet 172.16.3.0 out of
EO.

& Permit all other traffic.

Non-
172.18.3.0 - 172-16-9-Q o 11216.4.0

- F
__"/‘]_ _—

SO

- ” 172.16.4.13
Y.
— v

RouterX (config) # access-list 101 deny tcp 172.16.4.0 0.0.0.255 172.16.3.0 0.0.0.255 eq 21
RouterX (config)# access-list 101 deny tcp 172.16.4.0 0.0.0.255 172.16.3.0 0.0.0.255 eg20
RouterX (config)# access-list 101 permit ip any any

(implicit deny all)

(access-1list 101 deny ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255)

RouterX (config)# interface ethernet 0
RouterX (config-if)# ip access-group 101 out




Extended Access Lists

4+ Cac vi du sur dung Extended ACL
¢ Deny Telnet tu subnet 172.16.4.0 ra khoi EO.
& Permit tat ca cac traffic khac.

Non-
1721630 & 172.16.00 —'172.16.4.0

S0
172.16.4.13

K

E1

327P_213

—

RouterX (config)# access-list 101 deny tcp 172.16.4.0 0.0.0.255 any eq 23
RouterX (confiqg)# access-list 101 permit ip any any
(implicit deny all)

RouterX(config)# interface ethernet 0
RouterX (config-if)# ip access-group 101 out




Named Access Lists

Named ACL khac phuc hoan toan nhiing nhuoc diém con ton tai cua
Standard va Extetnded ACL dat theo so'ID

+ Tong quan Named Access Lists
& Name Access Lists cung cdp kha nang stra doi ACL nhung khdng
x0a di ma sau do cau hinh lai chudng.
¢ Dong mdi ludn dudc vao cudi danh sach truy cap.
¢ Khong dugc s dung cung mot tén cho nhiéu ACL.




Named Access Lists

+ Named ACL command

Router (confiqg)#

ip access-list {standard | extended} name

Router (config {std- | ext-}nacl)#

deny {source [source-wildcard] | any}
permit {source [source-wildcard] | any}

Router (config-if) #

ip access-group name {in | out}

Router#

show access-lists




Named Access Lists

+ Named ACL command

RouterX# show access-lists {access-list number|name}

RouterX# show access-lists
Standard IP access list SALES
10 deny 10.1.1.0, wildcard bits 0.0.0.255
20 permit 10.3.3.1
30 permit 10.4.4.1
40 permit 10.5.5.1

Extended IP access list ENG
10 permit tcp host 10.22.22.1 any eq telnet (25 matches)

20 permit tcp host 10.33.33.1 any eq ftp
30 permit tcp host 10.44.44.1 any eq ftp-data




Cau hoi on tap

+ Cach thdc hoat dong cua ACL?
+ S0 sanh Standard ACL va Extended ACL?




TOM LUQ'C BAT HQC

+ Khai niém, cac hoat dong cua ACL.
+ Cac loai ACL.
+ Cau hinh ACL.
+ Két luan
4 Bai hoc cung cap nhiing ki€n thiic vé bao mat mic do cg ban cho
Router, cho hé thong dua trén cau hinh ACL

4 Trén thuc t€, doi vdi cac hé thong nhé, ACL rat hitu dung trong
viéc loc traffic mang. Doi vdi ca hé thong vura va 16n, sir dung ACL
torng muc dich VPN hoac quan ly telnet, loc tuyén.







