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MUC TIEU BAI HOC

+ Trinh bay dugdc ddc diém va (ing dung ctia CDP.
4+ Cau hinh dugc CDP.

4+ Cau hinh dugdc DHCP.

+ Giai thich dugc cac ky thuat NAT va PAT.

4+ Cau hinh dudc cac ky thuat NAT/PAT.




BAI 6: TINH NANG NANG CAO CUA CISCO IOS

Giai thich dwoc dac diém va &ng dung ctia CDP, DHCP, cac ky thuat
NAT va PAT.

<+ Cau hinh CDP
4+ Cau hinh DHCP
4+ Cau hinh NAT va PAT




Cau hinh CDP

CDP la giao thuc tim kiém thong tin vé lang giéng cua thiét bi trong hé
théng mang, doc guyén cua Cisco

+ Gidi thiéu Cisco Discovery Protocol
¢ CDP la mot giao thiic hoat dong khong phu thudc vao moi
trudng truyén clia mang.
¢ POc quyén cla Cisco dugc s’ dung dé phat hién cac thiét bi
Cisco két noi truc ti€p.




Cau hinh CDP

4+ Cach CDP hoat dong
4 CDP tu dong hoat dong va cho phép thié€t bi do tim cac thiét bi
Cisco lan can cung chay CDP.
& MOi thiét bi dugc cau hinh CDP s& guii mot thong diép quang céo
theo dinh ky cho cac Router khac.
4 Thong diép bao gom: IOS Version, Hostname, Address, Duplex,
VTP Domain, Native VLAN.

4 Moi thdng diép quang cdo cd Time to Live.




Cau hinh CDP

+ Cau hinh CDP
4 CDP timer la khoang thdi gian dinh ky ma cac goi tin CDP dugc
gui ra.
€ CDP holdtime la lugng thdi gian ma thiét bi sé gilr cac goi tin
nhan dudc tu’ cac thiét bi lang giéng.
# Router(config)#cdp timer 90
+ Router(config)#cdp holdtime 240




Cau hinh DHCP

[ Co ché cap dia chi IP dong cho cac thiét bi trong hé théng mang j

4+ Muc dich va chi’c nang cua DHCP

4 DHCP — Dynamic Host Configuration Protocol lam viéc theo ché
do client-server. DHCP cho phép cac DHCP client trong mot
mang IP nhan cau hinh IP cua minh tu mot DHCP server.

4 Khi si’ dung DHCP thi cong viéc quan ly mang IP sé€ it han vi
phan I6n cau hinh IP cua client dugc lay vé tu server.

& MOt DHCP client cé thé chay hau hét cac hé diéu hanh Windows,
Netvell, Sun Solaris, Linux va MAC OS.

4 DHCP 13 gidi phadp gilp quan ly hé thdng mang dé dang va co
kha ndang mé& rong.




+ DHCP Process

Client

Cau hinh DHCP
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Cau hinh DHCP

+ Cau hinh DHCP trén Router Cisco

4 Chi dinh vung DHCP
# Router(config)# ip dhcp pool subnet12
# Router(dhcp-config)# network 172.16.12.0 255.255.255.0
4 Router(dhcp-config)# default-router 172.16.12.254
# Router(dhcp-config)# dns-server 172.16.1.2
# Router(dhcp-config)# netbios-name-server 172.16.1.3
# Router(dhcp-config)# domain-name cisco.com

4 Xac dinh pham vi dia chi IP bi loai tru:

# Router(config)# ip dhcp excluded-address start-ip-address
end-ip address




Cau hinh DHCP

4+ Cau hinh DHCP Client
¢ Routerl(config)#interface EthernetO
¢ Routerl(config-if)#ip address dhcp client-id EthernetO
¢ Routerl(config-if)#no shut
4 Routerl(config-if)#end
4 Routerl#show ip interface e0
EthernetO is up, line protocol is up
Internet address is 192.168.6.141/25
Broadcast address is 255.255.255.255
Address determined by DHCP

MTU is 1500 bytes
<removed for brevity>




Cau hinh DHCP

+ Cau hinh DHCP Relay Services
DHCP Server
Clients broadcast Option 82 If Option 82-aware, use
for DHCP requests. Append remote ID and circuit ID. appended information.

=) =)

Z

The ip helper-address
gl command takes DHCP =
x" requests and unicasts S
4 to DHCP server.
DHCP Server

DHCP Client
DHCP Client
{ 5 4 4

Strip off option 82, Based on appended information,
implement policy, and forward return IP address and policies.
IP address assignment.

\Ta




Cau hinh DHCP

4+ Cau hinh DHCP Relay Services
¢ Cau lénh :
#ip dhcp relay information option
¢ DHCP client tao ra mot yéu cau DHCP va quang ba no trén
mang.
4 Cac DHCP relay agent chan cac goi tin broadcast yéu cau DHCP
va chen cac relay agent nhirng thong tin tuy chon cho gai tin.

¢ Cac DHCP agent sé& chuyén tiép goi tin DHCP unicasts dén DHCP
server.




Cau hinh DHCP

+ [P helper
4 DHCP Client khong thé biét dugc dia chi cla Server.

¢ IP Helper sé thay ddi goi tin broadcast thanh unicast dé tim
server.

Looking for
DHCP server.

DHCP Client DHCP Server

f

\ %E
[ Broadcast *wl
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Cau hinh DHCP

+ [P helper
¢ Cau lénh:
# Router(config-if)#ip helper-address address
¢ Cho phép chuyén tiép va xac dinh dia chi dich cho chinh
goi tin UDP broadcast.

& Thay d6i dia chi dich tir broadcast thanh unicast hodc dia chi
broadcast truc tiép.

4 Cau lénh:
# Router(config)#ip forward-protocol { udp [ port ] }
& Chi dinh giao thirc s& dugc chuyén tiép.




Cau hinh NAT va PAT

AT, PAT — Co ché chuyén dbi dia chi gidp cac thiét bi trong vung IP Privat
CO thé ra ngoai Internet, co rat nhiéu loai NAT ngoai thuc té.

+ Gidi thiéu NAT va PAT
¢ D3c diém chinh cda NAT va PAT
# NAT-Network Address Translation

= L3 cd ché& chuyén dbi dia chi IP private trong LAN sang
dia chi IP public trong WAN dinh tuyé€n dugc ra Internet.

= NAT dudc dung dé tiét kiém dia chi IP d&ng ki trong mot
mang I8n va giup don gian hoa trong viéc quan ly dia chi
IP.

= NAT mang dén rat nhiéu Igi ich cho cac cong ty va
internet.

= Thuong la giao thuc dugc ap trén firewall hoac cac
router bién.




Cau hinh NAT va PAT

+ Gidi thiéu NAT va PAT
¢ D3c diém chinh cda NAT va PAT
# NAT-Network Address Translation

WWW.Cisco.com
74.57.43.19 g

I The
Internet

HostA
10.10.10.10 /24

64.10.75.34/24
S0/0/0

www.yahoo.com
67.14.35.20

2 10.10.10.30 /24




Cau hinh NAT va PAT

4+ GiGi thiéu NAT va PAT

4 Khai niém va thuat ngif trong ky thuat NAT

WWW.cisco.com
74.57.43.19

HostA
10.10.10.10 /24

64.10.75.34/24

The
Internet

www.yahoo.com
67.14.35.20




Cau hinh NAT va PAT

+ Gidi thiéu NAT va PAT
4 Khai niém va thuat nglr trong ky thuat NAT

4 Dia chi inside local: la dia chi IP gan cho mo6t host & mang
bén trong.

#Dia chi inside global: la dia chi da dugc dang ky vai NIC
(Global IP Addresses), dung dé thay thé mot hay nhiéu dia
chi IP inside local.

# Dia chi outside local: la dia chi IP cua mot host bén ngoai khi
no xuat hién bén trong mang.

# Dia chi outside global: la dia chi IP gan cho mot host 9] mang
bén ngoai. Dia chi nay dudc lay tu dia chi c6 thé dung dé
dinh tuyén toan cau hay tu khong gian dia chi mang.




Cau hinh NAT va PAT

+ Gidi thiéu NAT va PAT
¢ D3c diém chinh cda NAT va PAT
# PAT-Port Address Translation
= Cho phép nhiéu dia chi IP private dudc dich sang mot
dia chi IP public duy nhat.
= PAT sU’ dung so Port nguon cung vai dia chi IP private
bén trong dé phan biét khi chuyén doi.




Cau hinh NAT va PAT

+ Gidi thiéu NAT va PAT
¢ D3c diém chinh cda NAT va PAT
# PAT-Port Address Translation

p

N

www.yahoo.com

Insi * Q 67.14.35.20
\ 10.10.10.30 /24 / k




Cau hinh NAT va PAT

+ Gidi thiéu NAT va PAT
& Tai sao sU dung NAT
#Khong can gan dia chi IP mdi cho ting host khi thay doi
sang mot ISP mdi , ti€t kiém thai gian va tién bac.
# Ti€t kiém dia chi thong qua U'ng dung PAT.
# B&o v& mang an toan vi mang ndi bd khdng dé 10 dia chi va
cau truc bén trong ra ngoai.

Inside Outside

e : Border : .
: Router |




Cau hinh NAT va PAT

+ Gidi thiéu NAT va PAT
¢ Cac diém can chu y khi cdu hinh NAT

# Khi chuyén ddi dia chi s& lam mét di mdt sd chirc ndng dac
bi€t cua giao thuc va Ung dung c6 can dén cac thong tin dia
chi IP trong goéi IP. Do do can phai co thém cac ho trg khac
cho thiét bi NAT.

# NAT lam téng thdi gian tré. Thai gian tré chuyén mach s& In
han do d6 phai chuyén doi tung dia chi IP trong moi dir liéu.




+ Gigi thieu NAT va PAT

Cau hinh NAT va PAT

_ _Inside _ _
O
o
10.1.1.2

W
192.168.2.2—_7
Host B
(B) 172.20.7.3
3] ©
192.168.2.2
Internet
@) NAT table
Inside Local Inside Global ‘
IP Address IP Address
O B
10.1.1.2 192.168.2.3 .
10.1.1.1 192.168.2.2 g




Cau hinh NAT va PAT

<+ Static NAT
¢ Cho phép cac thiét bi vdi

mot dia chi Private dé dugc
nhin thay trén moét mang
Public.

& Static NAT dugc nhap truc
ti€p vao cau hinh va nam
trong bang translation.

4 Thudng dudc s dung cho
cac may chu web.

10.1.1.11 —192. 1681 35
r

Internet

Inside Host
10.1.1.11




Cau hinh NAT va PAT

+ Dynamic NAT
¢ Dynamic NAT dudc thiét k& dé anh xa mot dia chi IP nay sang
mot dia chi khac mét cach tu dong, thong thudng la anh xa tu
mot dia chi private sang mot dia chi public.
4 Bat ky mot dia chi IP nao nam trong dai dia chi IP cong cong
(public) d& dugdc dinh trudc déu cb thé dugc gan cho mdt host
bén trong mang (private).




Cau hinh NAT va PAT

+ QOverloading NAT with PAT
4 Cau hinh mot vung (pool) NAT .

¢ Tao mdt danh sach truy cdp dé xac dinh dia chi cdn dugc
chuyén doi.

4 Chi dinh danh sach nay truy cap vao vung NAT overload.

4 Chi dinh cac interface bén trong va bén ngoai.




Cau hinh NAT va PAT

+ Cau hinh NAT va PAT
& Cau hinh Static NAT
# Thiét l1ap Static NAT gilra dia chi bén trong va bén ngoai.
= Router(config)# ip nat inside source static local-ip
global-ip
# Xac dinh cac interface bén trong hodac bén ngoai doi vai NAT.
= Router(config-if)# ip nat {inside | outside}




Cau hinh NAT va PAT

+ Cau hinh NAT va PAT

& Vi du cau hinh Static NAT

+ Internet
10.1.11 19216811 3

10.41.2
192.168.1.2

interface s0

ip address 192.168.1.1 255.255.255.0

ip nat outside

!

interface e0

ip address 10.1.1.1 255.255.255.0

ip nat inside

!

ip nat inside source static 10.1.1.2 192.168.1.2

RouterX# show ip nat translations

Pro Inside global Inside local Outside local Outside global

---192.168.1.2 10.1.1.2 -—-

=
8




Cau hinh NAT va PAT

+ Cau hinh NAT va PAT
4 Cau hinh Dynamic NAT

#Budc 1: Cau hinh mot standard ACL dé xac dinh dia chi IP sé&
dugc chuyén doi.

# Budc 2: Xac dinh mot pool cua cac dia chi dudc s dung cho
NAT .

# Budc 3: Lién két vai NAT Pool.
# Budc 4: Xac dinh cac interface bén trong hoac bén ngoai.




Cau hinh NAT va PAT

+ Cau hinh NAT va PAT
4 Cau hinh Dynamic NAT

# Bl:router(config)#access-list  number permit  network
wildcard mask

#B2: router(config)# ip nat pool pool-name start-ip end-ip
netmask netmask

# B3: router(config)# ip nat inside source list access-list-num
pool pool-name

+# Apply vao tung interface
+ B4: router(config-if)# ip nat {inside|outside}




Cau hinh NAT va PAT

Cau hinh NAT va PAT

€ Cau hinh Dynamic NAT

Host A ‘\
192.168.1.100

ip nat pool net-208 171.69.233.209 171.69.233.222 netmask
255.255.255.240
ip nat inside source list 1 pool net-208
!
interface serial 0
ip address 171.69.232.182 255.255.255.240
ip nat outside
!
interface ethernet 0
ip address 192.168.1.94 255.255.255.0
ip nat inside
!
access-list 1 permit 192.168.1.0 0.0.0.255

301P_465

Host C
\"_- L\ 10.1.1.1
9 -

Host B 7
192.168.1.101 u 192.168.1.94 171.69.232.182 J

\’ - g Host D
v
\’ 172.16.1.1

Y

RouterX# show

Pro Inside
--=- 171.69

ip nat translations
global Inside local Outside 1local Outside global

.233.209 192.168.1.100 -——- _—
--- 171.69.

233.210 192.168.1.101 -——- _—




Cau hinh NAT va PAT

192.168.3.1
EO

192.168.3.7

SO
172.17.38.1

E1
192.168.4.1

|

~
7
192.168.4.12

i

hostname RouterX

!

interface Ethernet0

ip address 192.168.3.1 255.255.255.0
ip nat inside

!

interface Ethernetl

ip address 192.168.4.1 255.255.255.0
ip nat inside

!

interface Seriall

description To ISP

ip address 172.17.38.1 255.255.255.0
ip nat outside

1

ip nat inside source list 1 interface Serial0 overload
!

ip route 0.0.0.0 0.0.0.0 SerialO

!

access-list 1 permit 192.168.3.0 0.0.0.255
access-list 1 permit 192.168.4.0 0.0.0.255

Pro Inside global
TCP 172.17.38.1:1050
TCP 172.17.38.1:1776

RouterX# show ip nat translations

Outside global
10.1.1.1:23
10.2.2.2:25

Outside local
10.1.1.1:23
10.2.2.2:25

Inside local
192.168.3.7:1050
192.168.4.12:1776




Cau hinh NAT va PAT

+ Kiém tra va khdc phuc 16i NAT/PAT
& Kiém tra
# Sau khi cdu hinh NAT xong chiing ta cd thé dung Iénh clear
va show dé kiém tra hoat dong clia NAT
= Clear ip nat translation: xod moi cip chuyén d6i Dynamic
NAT.

= Clear ip nat translation inside global-ip local-ip [outside
local-ip global-ip]: x0d 1 cdp chuyén doi bén trong hodc
ca bén trong va bén ngoai.

= Show ip nat translations *: Hién thi bang NAT dang hoat
dong.

= Show ip nat statistics: Hién thij trang thai hoat ddng cla
NAT.

= Debug ip nat




Cau hinh NAT va PAT

+ Kiém tra va khdc phuc 16i NAT/PAT
¢ Khac phuc

# Dua vao cau hinh, xac dinh ro nhitng gi NAT phai dat dugc.

& Xac minh rang ban chuyén déi chinh xac ton tai trong bang
chuyén doi.

# X&c nhan ban chuyén doi dang xay ra bang cach s dung cac
lénh debug.

# Xem xét cu thé nhiing gi dang xay ra vdi gdi tin va xac dinh
rang cac router co cac thong tin dinh tuyén chinh xac.




Cau hinh NAT va PAT

+ Kiém tra va khic phuc I6i NAT/PAT

& Khac phuc

NAT:

NAT:
NAT:

NAT* :
NAT* :
NAT* :
NAT* :
NAT* :

s=172
s=192
s=192
s=172
s=172

RouterX# debug ip nat

168.1.95
31.1.161
31.1.161
168.1.95
168.1.95

s=192.168.1.95->172.31.233.209, d=172.31.2.132 [6825]
s=172.31.2.132, d=172.31.233.209->192.168.1.95 [21852]
s=192.168.1.95->172.31.233.209, d=172.31.1.161 [6826]
.31.1.161, d=172.31.233.209->192.
.168.1.95->172.31.233.209, d=172.
.168.1.95->172.31.233.209, d=172.
.31.1.161, d=172.31.233.209->192.
.31.1.161, d=172.31.233.209->192.

[23311]
[6827]
[6828]
[23312]
[23313]

RouterX# show ip nat
statistics

Total active translations:

Outside interfaces:
Ethernet0, Serial2
Inside interfaces:
Ethernetl

Hits:

5 Misses: 0

1 (1 static, 0 dynamic; 0 extended)




Cau hoi on tap

+ Trinh bay ddc diém va (ng dung ctia CDP.
+ Trinh bay ddc di€ém va &ing dung ciia DHCP.
+ Trinh bay ky thuat NAT va PAT.




TOM LUQC BAL HOC

+ Hoat dong va cau hinh cua CDP.
+ Hoat dong va cau hinh cac loai NAT thong dung nhat.
+ Két luan
4 Bai hoc cung cap nhiing kién thic vé co ché NAT, cac loai NAT va
tac dung cua NAT trén ha tang IPv4.
4 V@i ha tang IPv4 rong khap, NAT ludn la yéu cau tat yéu cla cac
to chic, cong ty khi két nbi Internet.
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