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BAI 7: TRIEN KHAI HIGH AVAILABILITY
CHO HA TANG MANG

Cau truc hoat ddng clia bd chuyén mach (Switch layer 2)

+ Tong quan vé High Availability (HA) cho ha tdng mang
+ Trién khai HSRP

+ Trién khai VRRP

+ Trién khai EtherChannel

+ On tap



MUC TIEU BAI HQC

Nhan biét dugc cac ky thuat tang do6 dam bao cho ha tang mang
Trinh bay dudc ky thuat HSRP

Trinh bay dugc ky thuat VRRP

Giai thich ddc diém va (ng dung cla EtherChannel

Cau hinh dugc hinh dugc HSRP/VRRP

Cau hinh dugc EtherChannel

N\



[ Ky thuat ndang do dap ung cho ha tang mang ]

+ Gidi thiéu HA

¢ MOt hé thdng mang vdi tinh san sang cao cung cdp phuaong tién
thay thé ma theo dod tat ca cac cd sé ha tang va cac may chu
quan trong cd thé dugc truy cdp moi lUc va thdi gian gidn doan
(néu co) la thap nhat.

I need to get | need to get
to file server A, to 172.16.3.127. l\
but my default

gateway is down.

Use MAC address
0010.0b79.5800.

| can route packets
to file server A.

Router A Router B Router A Router B
172.16.10.82 172.16.10.169 172.16.10.82 172.16.10.169
0010.f6b3.d000 0010.0b79.5800 0010.f6b3.d000 0010.0b79.5800

Subnet A Subnet A
B 172.16.50.0 Subnet B
172.16.50.0 Subnet 172.16.61.0

172.16.51.0
Campus

e Backbone 8
Backbone J: ~a o &

N 8 ° -
. h W“\% '
— . File Server A
File Server A 172.16.3.127

Campus




+ Cac kV thuat HA cho ha tang mang:
¢ Hot Standby Routing Protocol (HSRP)
% Virtual Router Redundancy Protocol (VRRP)
¢ Gateway Load Balancing Protocol (GLBP)




4+ Tong quan Proxy ARP

| need to get
to 172.16.3.127.

Use MAC address
0010.0b79.5800.

Router A Router B
172.16.10.82 172.16.10.169
0010.f6b3.d000 0010.0b79.5800

Subnet A
172.16.50.0 Subnet B
: 172.16.51.0
Campus
Backbone :

310P_011

File Server A
172.16.3.127



+ Tong quan Proxy ARP
4% Router A dinh tuyén goi tin cho Subnet A.
¢ Router B dinh tuyén goi tin cho Subnet B.

¢ NEu Router A gap su cd, cac giao thic dinh tuyén nhanh chdng
hoi tu va goi tin thay vi di qua Router A sé di qua Router B.

4 Cac thiét bi dau cudi dugc cau hinh vai 1 dia chi default gateway
duy nhat khong thé tu chuyén doéi thanh default gateway khac
khi md hinh hé théng mang cé su thay doi.

¢ Néu Router A khdng hoat dong, cac goi tin tir PC van gli dén
Router A va s€ bi drop.




+ Tong quan HSRP:
¢ SU dung mot dia chi IP ao va MAC ao chung cho hai hay nhiéu
Router. Default Gateway cua cac PC phai dung IP cua Router ao).

4 IP ao phai trung I6p mang vdi cac thiét bi cudi va khong trung
vGi dia chi IP cua bat cUr thiét bi nao trong I6p mang nay.

Virtual Router

Standby
Router

Active
Router

Campus :
Backbone -




4+ Router Redundancy

P,
= o

Forwarding
Router

Standby

Router
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4+ Router Redundancy

Forwarding

Failure Router

310P_009



Active | i
Router

310P_110

& Standby group: MOt nhom Router thié€t lap HSRP chung
trung cho 1 Virtual Router.

tugng



+ Cac thuat ngl trong HSRP
4 Virtual Router.

@ Active Router.

% Standby Router.

% Other Router.

¢ Priority (Maximum 254).

4 Active Router va Standby Router gui ban tin Hello dang multicast
theo dia chi 224.0.0.2, s dung UDP port 1985. Ban tin nay co tac
dung xac dinh su hoat dong cua Active Router.



+ Active Router
Ly

. | need to get
\’ to 172.16.3.127.
Use MAC address
E000.0c07.ac01.k

7/

Router A Router B
Priority 200 Priority 100
172.16.10.82 172.16.10.169
0010.f6b3.d000 0010.0b79.5800

irtual Router
172.16.10.110
0000.0c07.ac01

Campus
- ‘Backbone

File Server A
172.16.3.127

310P_032
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& Active Router tra IGi thong di€p ARP Request cua PC v&i  dia chi
MAC cua Virtual Router.



+ Dia chi MAC cua Virtual Router

Switch#tshow ip arp || 172.16.10.82

HSRP Group 1

172.16.10.110

172.16.10.169

Protocol
Internet
Internet
Internet

Address Age (min) Hardware Addr

172.16.10.82
172.16.10.169
172.16.10.110

Type Interface

0010.£6b3.d000 ARPA  VlanlO

0010.0b79.5800  ARPA  VlanlO
10000.0c¢

01| ARPA V1anlO

Vendor Code

T

HSRP

T_HSRP Group

310P_013



+ Standby Router

Router in
Standby State
172.16.10.169

Active Router
172.16.10.82 | }»

Virtual Router
172.16.10.110

Hello Message

1d23h :

SB1:V1anl0 Hello out 172.16.10.82 Active pri 200 hel 3 hol 10 ip 172.16 .10.110

4 Standby Router lang nghe goéi tin Hello c6 chu ki tUr Active
Router dua trén dia chi Multicast 224.0.0.2

310P_033



+ Active va Standby Router

‘\\

| have not heard a
hello message
from the active
router. | will assume

Virtual Router
172.16.10.110

Hello Message

the active router role.
L/ _

Router in
Active State
172.16.10.169

1d23h: SB1:V1anl0O Hello out 172.16.10.169 Active pri 100 hel 3 hol 10 ip 172.16 .10.110

310P_034



+ HSRP States
4 HSRP State Transition

Router A
Priority

100
Initial
|
) Listen
Router A khong thay l
co6 priority cao hon
nd, do do A tw chon Speak
minh 1a Standby — |
Standby
Router A khong phat — l
hién c6 Active Active

Router, do do né tw
chon minh la Active

Initial
!

Listen

|

Speak

Router B

1 g
Listen

|

Speak

}

Standby

Router B thay Router
A cb priority cao
hon, do doé B quay
tré lai trang thai
listen




+ HSRP States
¢ Standby State

Virtual Router
172.16.10.110

Router in Router in
Standby State Listen State
172.16.10.82 172.16.10.169

=

1d23h: SB47:Vlanl0 Hello out 172.16.10.82 Standby pri 200 hel 3 hol 10 ip 172.16.10.110

& Ung clr vién cho Active Router.
& GUi ban tin Hello.
4 Biét dia chi IP cua Virtual Router.

010G_073




+ HSRP States
4 Active State

1d23h: SB47:V1anlO Hello out 172.16.10.169 Standby pri 100 hel 3 hol 10 ip 172.16.10.110

v

7

Virtual Router

. Router in
Active Router Standby State
172.16.10.82 172.16.10.169

]

1d23h: SB47:V1anl0 Hello out 172.16.10.82 Active pri 200 hel 3 hol 10 ip 172.16.10.110

& Chuyén ti€p cac goi tin cho Virtual Router.
& GUi ban tin Hello.

4 Biét dia chi IP cua Virtual Router.

310P_035



4+ Configure
% standby 1 ip 10.1.1.1

+ Verify
¢ show running-config
4 show standby

Router

Active |

310P_020



+ Enable HSRP

€ Switch(config-if)#standby group-number ip ip-address

€ Switch#show standby [interface [group]] [active | init | listen |

standby] [brief]

¢ Switch#show standby delay [type-number]

Switch#show standby vlan 10
interface V1lanlO
ip address 172.16.10.82 255.255.255.0

standby 1 ip 172.16.10.110

172.16.10.82

no ip redirects

Virtual Router IP Address
Standby Group Number 1 l

Switch (config-if)#standby 1 ip 172.16.10.110

Virtual Router
172.16.10.110

310P_133




+ HSRP Priority Configuration

Switch#show standby vlan 10

interface V1anl0 Assigned Priority
ip address 172.16.10.82 255.255.255.0 Standby Group Number
no ip redirects |

standby 1 priority 150

Switch fig-if tandby 1 iority 150
standby 1 ip 172.16.10.110 witehiiconfigatyfstandby .

) " Virtual Router
172.16.10.82 172.16.10.110

& Default Priority: 100
4 Router co Priority cao nhat trong HSRP Group la Active Router.

310P_135




+ HSRP Hello Message Timer Configuration

Building configuration...

Current configuration:
(text deleted)
!
interface Vl1anlO
ip address 172.16.10.82 255.255.255.0
no ip redirects
standby 1 timers 5 15
standby 1 ip 172.16.10.10

Holdtime

Hellotime 1

Switch (config-if) #standby 1 timers 5 15

=T

310P_137

4 Gia tri Holdtime it nhat phai gap 3 lan gia tri Hellotime.




+ HSRP Preempt Configuration

Switch#show standby vlan 10

interface V1anlO

ip address 172.16.10.82 255.255.255.0
no ip redirects

standby 1 priority 150

standby 1 preempt

standby 1 ip 172.16.10.110

Assigned Preempt

Standby Group Number j

Switch(config-if) #standby 1 preempt

‘- Virtual Router
172.16.10.82 172.16.10.110

@ Preempt cho phép Router hoi phuc vai tro trudc doé cua no khi

tham gia vao lai HSRP Group.

310P_136




+ HSRP Interface Tracking

310P_019

Campus Network



+ HSRP Interface Tracking

Router A

g
5
o
w
/
/_
310P_029

Campus Network



+ HSRP Interface Tracking Configuration

Switch (config-if) #standby [group-number] track type number
[interface-priority]

4 Vidu

Switch (config) #interface vlan 10
Switch (config-if)#standby 1 track GigabitEthernet 0/7 50

Switch (config-if) #standby 1 track GigabitEthernet 0/8 60

Chu y:Preeempt phai dugc cau hinh trén tat ca cac thiét bi tham gia HSRP.



+ Hién thj trang thai Standby Group

Switch#show standby brief
P indicates configured to preempt.

I
Interface Grp Prio P State Active addr Standby addr Group addr

V1i1l 11 110 Active local 172.16.11.114 172.16.11.115




+ Debug Standby Group

DSW11ll#debug standby

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

4 19
19

N

L S S N S I > T ST N

19:
19:
19:
19:
19¢
19¢
19:
19:
19:
19¢
19:
19:
19:

:08
-NRK

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

:08

-09 .
09.
09.
09.

10
10
10
10
10
10

10.
10.
10.
11.

.918:
287 -
287 :
891:
891:
.294:
.294:
.294:
.294
.294:
.294:
898:
898:
965:
300:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

V11l
11
V11l
V1l
V1l
V1l
V1l
V1l
V1l
V1l
V1l
V1l
V1l
V1l
V11l

Grp
Gro
APT
API
Grp
Grp
APT
APT
Grp
Grp
API
APT
Grp
Grp
APT

1 Hello out 172.16.1.111 Active ©pri 150 vIP 172.16.1.113
? Hello in 172 . 16.7T 112 Active opri 50 vTP 172 161 _7T113
active virtual address 172.16.1.113 found

Duplicate ARP entry detected for 172.16.1.113

1 Hello out 172.16.1.111 Active pri 150 vIP 172.16.1.113
2 Hello in 172.16.1.112 Active pri 50 vIP 172.16.1.113
active virtual address 172.16.1.113 found

Duplicate ARP entry detected for 172.16.1.113

1 Hello out 172.16.1.111 Active ©pri 150 vIP 172.16.1.113
2 Hello in 172.16.1.112 Active ©pri 50 vIP 172.16.1.113
active virtual address 172.16.1.113 found

Duplicate ARP entry detected for 172.16.1.113

1 Hello out 172.16.1.111 Active pri 150 vIP 172.16.1.113
2 Hello in 172.16.1.112 Active pri 50 vIP 172.16.1.113
active virtual address 172.16.1.113 found




+ Gidi thiéu VRRP
4 Virtual Router Redundancy Protocol (VRRP) cho phép nhdm cac
router dé tao thanh mot bd dinh tuyén do duy nhét.
& MOt router dugc bau dé xur ly tat ca yéu cau gui dén dia chi IP do
goi la Master router, cac router con lai la Backup router.

4 MOt nhdm VRRP c6 mot Master router va mot hoac nhiéu Backup
router.

¢ IP cua Virtual Router cé thé trung véi IP cla cac Router tham gia
nhom VRRP. Néu 1 dia chi IP thuc dugc dung, Router co IP do sé
la Master router vdGi priority dugc day lén cao nhat (255).

¢ Master Router phat ra goi tin Advertisement moi 1s d& xac  nhan
su’ ton tai cua no vdi cac Backup router trong cung nhom VRRP.



+ Gidi thiéu VRRP

Router A Router B Router C
Virtual Router Virtual Router Virtual Router
Master Backup Backup Virtual

Router Group
IP Address = 10.0.0.1

10.0.0.1 10.0.0.2 10.0.0.3
Priority = 255 Priority = 200 Priority = 100

310P_021

4 | v

Client 1 Client 2 Client 3



+ VRRP Operations Process

Router A Router B
Master for Virtual Router 1 Backup for Virtual Router 1
Backup for Virtual Router 2 Master for Virtual Router 2

10.0.0.2

Default Gateway Default Gateway  Default Gateway  Default Gateway
=10.0.0.1 =10.0.0.1 =10.0.0.2 =10.0.0.2

310P_022



+ VRRP Timers

Khi Master router down, VRRP dinh nghia ra 3 khai niém khoang
thdi gian dé xac dinh viéc chiém Master clia Backup router.

4 Khoang thai gian Advertisment: la khoang thdi gian gui ra goi tin
Advertisement cua Master router (Mac dinh 1 giay).

¢ Khoang thdgi gian Master down: la khoang thdi gian cac Backup
Router phat hién Master down. Dugc tinh bang 3x thdi gian
Adertisement + skew time.

¢ Khoang léch (skew time): (256 — priority/256), dam bao rang
Backup router cd priority cao nhat sé trd thanh Master router
mai.

Cac goi tin Advertisement chi guri ra tu Master router theo dia chi
Multicast 224.0.0.18 va chi s6 IP Protocol la 112.



+ Cau hinh VRRP

interface vlanlO

ip address 10.1.10.5

vrrp 10 ip 10.1.10.1

vrrp 10 priority 150

vrrp 10 timers advertise 4

interface vlanlO

ip address 10.1.10.6

vrrp 10 ip 10.1.10.1

vrrp 10 priority 100

vrrp 10 timers advertise 4

310P_138



<+ Cau hinh VRRP

Command
Switch(config=-ir)# vrrp
group-number ip virual-
gateway-addr

Description

Makes the interface a member of the virtual group
identified with the IP virtual address.

Switch(config-if)# vrzrp group-
number priority pricority valus

Sets the prionity of this router. Highest value will
win election as active router. Default is 100. If
routers have the same VRRP priority, the gateway
with the highest real IP address is elected 1o
become the master virtual router.

Switch(config=if) i vrrp
group-numbsr timers advertise
timer-valus

Master router configures this parameter to
advertise value to the other group members.

Switch (config-if) i vrrp
group-number timers learn

Configures nonmaster members to leam timer
values from master.




Ky thudat tang bang thong va Redundace cho hé thong mang




4+ Gidi thiéu EtherChannel

¢ EtherChannel sé cung cap kha nang du phong, két noi toc do
cao hon gitra cac switch vdi switch hodc vdi router.

4 MOt EtherChannel co chira tu’ 2 dén 8 lién két Fast Ethernet hoac
Gigabit Ethernet vao trong mot lién két logical.

4 Két nOi nay cung cap mot bang thong lén dén 1600Mbps hoac
16 Gbps tinh ca 2 chiéu truyén va nhan tuong ducong 8 dudng
Fastethernet hoac GigabitEthernet.



+ Giao thuc PAgP va' LACP
4 Giao thuc PAgP (Port Aggregation protocol):

#L3 mot giao thdc cua Cisco, cac gdi tin PAgP dudc trao doi
gilra cac switch trén cac cong EtherChannel.

# Cac thong soO cua switch lang giéng dudc xac dinh (nhu’ kha
ndng cua cong) va sé dugc so sanh vdi switch cuc bo.

# PAgP hinh thanh nén EtherChannel chi trén nhitng cdng dugc
cau hinh cung static VLAN hoac la cung loai trunking
(Maximum = 8 cdng).



+ Giao thuc PAgP va' LACP
4 Giao thuc PAgP (Port Aggregation protocol):

# PAgP thay doi cac théng s6 ddong clia EtherChannel néu mot
trong nhirng cdng ctia bundle bj thay doi.

# PAgP c6 thé dudc cdu hinh & ché dd Desirable trong d6 mot
switch chu dong yéu cau switch dau xa hinh thanh nén
EtherChannel.

# Khi switch hoat  dong trong ché do Auto cua PAgP, switch sé
chi bat tay néu switch dau xa yéu cau no.



+ Giao thuc PAgP va' LACP
€ LACP (Link Aggregation Control Protocol)

#LACP cling gui cac gdi trén cac cong EtherChannel cua
switch. Tuy nhién LACP cling gan vai trd cong dén cac dau
cudi cua EtherChannel.

4 Cac switch co do uu tién thap nhat sé dugc quyét dinh vé cac
cong nao sé dugc tham gia vao EtherChannel ¢ mdt thdi
diém.

# Cac cong dudc chon Iua va trd thanh Active theo gid tri dd uu
tién priority cua no, trong do gia tri uu tién thap sé co6 muc
uu tién cao.



+ Giao thuc PAgP va' LACP
€ LACP (Link Aggregation Control Protocol)

#MOt tdp hop 16 két ndi cd thé dugc tham gia mot
EtherChannel.

# Thong qua LACP, mdt switch sé chon Iua ra 8 cdbng c6  dd uu
tién thap nhat nhu la cac member active cua EtherChannel.

& C4c cOng con lai s nam trong trang thai standby va sé dudc
enable néu mot trong nhirng két ndi active bi down.

# LACP co thé dugc cdu hinh trong mode Active, trong dé mot
switch s& chd dong hdi switch dang xa bat tay hinh thanh
EtherChannel.

# Ché€ do Passive switch chi chu dong hinh thanh EtherChannel
néu switch dau xa khdi tao no.



+ Giao thic PAgP va LACP

Non-Cisco
Switch

010G_533

LACP
Only




+ Cau hinh Port Channel si dung EtherChannel
& Cac lénh co ban dé ciu hinh EtherChannel

4 Cau hinh PAGP Ethechannel:

Switch(config-if)#channel-protocol pagp
Switch(config-if)#channel-group number mode {on | auto | desirable }

Cac ché do nay co y nghia nhu sau:

= ON: ¢ mode nay Switch tu’ dong enale etherchannel tuy
nhién nd lai khong gaéi hay nhan bat ky goi PAGP nao.

= Auto: Switch sé tu dong enable ethechannel n€éu n6 nhan
dugc PAGP packet.

= Desirable: Switch s€ tu' dong co gang yéu cau dau kia
chuyén két ndi sang thanh EtherChannel bang cach gui
PAgP packet.



+ Cau hinh Port Channel si dung EtherChannel
& Cac lénh co ban dé ciu hinh EtherChannel

4 Cau hinh LACP Ethechannel

Switch(config)#lacp system-priority priority

Switch(config-if)#channel-protocol lacp

Switch(config-if)#channel-group number mode {on | passive |
active}

Switch(config-if)#lacp port-priority priority

= Lénh dau tién dé xac dinh system priority dé xac dinh
Switch nao lam Switch diéu khién Ethechannel, hodc néu
Priority bang nhau thi Switch nao c6 dia chi MAC nho
hon sé dudc chon.

= Ta con xac dinh priority cia cong dé xac dinh xem cdng
nao la active va cong nao & trang thai standby.




+ Cau hinh Port Channel st dung EtherChannel
& Cac lénh co ban dé ciu hinh EtherChannel
# Cau hinh LACP Etherchannel

= COng cO priority nho sé Active va Idn sé & trang thai
Standby. Cac mode trong Iénh channel-group On,

Passive, Active tuan tu tucng tu nhu On, Auto, Desirable
trong PAgP.

= Khi cdc cong dugc cdu hinh la thanh vién cua
EtherChannel, switch sé tu dong tao ra cac cong luan ly
EtherChannel. Interface nay sé dai dién cho ca bundle.



+ Cau hinh Load Balancing st dung EtherChannel
¢ D&c diém EtherChannel LoadBalancing

33

7

L

Fu

>

l Catalyst 2950 switch

~
7/

with source-based
forwarding enabled

Switch (config)# port-channel load-balance src-mac
EtherChannel

with destination-based
forwarding enabled

T Cisco router

N

N~
o
C>l
o
o
-
™

\//—
v
\//—

4 4



4+ Cau hinh Load Balancing st dung EtherChannel
¢ Dac diém EtherChannel LoadBalancing

# EtherChannel can bang tai luu luogng thong qua qua trinh
bam cac gia tri dung dé cin bang tai va phan phat cac gia tri
do ra cac interface tucng Ung trong EtherChannel.

# EtherChannel cén bang tai cd thé sir dung dia chi ngudn-
MAC hoéc chuyén tiép dia chi dich-MAC.



+ Cau hinh Load Balancing su dung EtherChannel
¢ C&u hinh va kiém tra Ethernet Loadbalancing

Switch (config) #port-channel 1load-balance type

Switchf#show etherchannel load-balance
Source XOR Destination IP address




+ So sanh HSRP va VRRP?
+ Giai thich van dé vé Proxy ARP trong HA?
+ S0 sanh LACP va PAgP?



+ Cac ky thuat va hoat dong cua HSRP, VRRP, EtherChannel
+ Két luan
4 Bai hoc cung cap nhirng kién thic vé gia tang do dap Ung cho ha
tang mang dua trén nén tang Router va Switch Cisco.
4 Hau hét cac hé thdng ngay nay déu thuc hié HA dé dam bao du
phong su cO xay ra.
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