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B mdn Hé théng thdng tin -Diéu khién tuong tranh

Vién Cong nghé thong tin va Truyén thong
Pai hoc Bach Khoa Ha Noi

An toan dir lieu Céac quyén truy nhap cua ngudi st dung
« Pinh nghia: Tinh an toan di liéu 13 su bao * Quyén doc dur liéu: dudc phép doc mét phan hay
Ve di ?’eu trong cg sg, di /Ieu chong Ial . g)j;egocagI#TllésrgﬂglleCEDgerc hép sura d6i mot sé

Zgg’})%;guy nhép, sua doéi hay pha hay bat gia tri nerng khong dugc xba dg‘ liéu trong CSDL

. dir i dugc phé dir i t
e Ngudi s’ dung hop phap la nhitng ngudi su Quyen e ey gc phép x6a iéu trong
dung dugc cap phép, dugc uy quyén. Ngugc . Quyen bd sung dif liéu: dudc phép thém dit liéu mdi
lai 1a nhitng ngudi s’ dung bt hop phap. vao trong CSDL nhung khéng dugc phép thay déi dit

e D& dam bgo tinh an toan cho co so dit liéu, liéu

ching ta can cé mét co ché dé quan ly ngljd/ e Quy&n tao chi dan trén cac quan hé trong CSDL

ding cho hop ly. e Quyén thay déi sd d6 cd sd dir liu: thém hay xo6a

cac thudc tinh clia cac quan hé trong CSDL

e Nhitng nhém ngudi dung khac nhau trong hé * Quy2n loai b6 quan hé trong CSDL

CSDL c6_quyén su dung khac nhau doéi vdi

e Quyén quan ly tai nguyén: dugc phép thém cac
cac dir liéu trong CSDL. Guan hé méi vdo Cenl’
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Trach nhiém clia ngudi quan tri hé théng Xac minh nguaGi su dung
e D& c6 thé phan biét dudgc ngudi s dung . ?gtﬁgcdﬁgzaiugftﬂ%gglsgg dung, ngudi ta
tr’ong, he CSPL’_ WY quan tijhg thgmaghat - Ky thuat dung tai khoan va mat khdu, mat khau
€O trach nhiém: . cling dugc bao vé bdi hé thdng mot cach ky cang.
- Xac dinh cac quyén cu thé ma mdi ngudi st dung - Ky thudt str dung cac ham kiém tra cho ngugi s
nay mot mhom 1wl st dung duoc php thuc chga: 15 thehe dus cho naul 2 durg et s0
hlen‘,‘ xac dinh vai tro‘ va trach .nhlem cla moi tinh nham k&t qua va dua két quay = F(x) vao
nguGi sir dung. DBiéu nay dugc goi chung la Phan hé théng. Trong lic d6, hé théng cling tinh toan
quyén ngugi s dung va so sanh k&t qua VG y. Nguci st dung hgp
- Cung cdp mdt phuong tién cho ngudi s dung dé E)rl?e;/pdlgnggum bi€t ham bién doi F va dua vao gia
Eé th{)’ng Célths ,nhér) E]iét gggc£EUGi str dung d6 - Ky thuat dung thé dién tl, thé thong minh.
ay con goi la xac minh nguol su dung - Ky thuat s dung nhan dang tiéng néi, van tay
V..V,
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Kiém tra quyén truy nh&p cla ngudi sir dung

e MOi ngudi st dung sé& c6 mot bé hd sc do
ngudi quan tri thiét 1ap va dudc hé thdéng
quan ly, trong ho sG d6 sé co6 chi ti€t vé cac
thao tac ngudi si dung dugc phép thuc hién:
- Phan quyén ngudi s dung Ngudi quan tri hé
théng phal co trach nhiém xac dinh khung nhin dé
ki€m soat xem moi ngu’cﬂ str dung chi dudc truy
nhap phan dir liéu nao ‘trong CSDL va c6 dudc cac
quyén nao trong s6 cac quyén doc, thém, xda ,
stra déi.

- Xac dinh va kiém soat su luu chuyen dir liéu: Hé
théng pha| bdo tri danh sach cac quy&n mot cach
chat ché vi ngu’dl su dung cé thé dudc quyén lan

truyen cac quyén cho ngudi sir dung khac.
7

Cac cau lénh an toan di liéu trong SQL

¢ Cau lénh tao khung nhin

e Cau Iénh phan quyén cho ngudi sur
dung

e Cau lénh thu hGi quyén cla ngudi sur
dung

Cau lénh tao khung nhin

e CREATE VIEW <Tén khung nhin>
[(d/s cOt)] AS <Cau truy van>

e Danh sach cac cét trong khung nhin
la phan khoéng bat budc. Trong
truéfng hgp nguGi su' dung mudn dat
tén khac cho cac cot xuat hién trong
khung nhin thi ngu’dl sur dung cb thé
chi ra tén cac cot, dir liéu trén cot thi
tuong 'ng véi cac cot trong ménh dé
Select clia cau truy van.

Vi du cau lénh tao khung nhin

e Cho cd s@ dif liéu gobm 2 quan hé:
Nhanvién(Id,Hotén,BC,Ludng,NamBD,banhgia,PhongCT)
Phong(Pld, Tén, BC, biénthoai, Trudngphong)

e Cau lénh tao khung nhin cho mét nhan vién cla phong
Khoa Hoc c6 thé dugc dinh nghia nhu sau:

CREATE VIEW NVKH(HoténNhanvién, biachiliénlac) AS
SELECT Hotén,Diachi FROM Nhanvién
WHERE PhongCT IN

(SELECT PId FROM Phong WHERE Tén ='Khoa Hoc")

Cau Iénh phan quyén cho NSD

e GRANT <D/s thao tdc> ON <Ddi tugng> TO
<D/s ngudi ding> [WITH GRANT OPTION]
e <D/s thao tadc>: cb thé& bao gdm 1 hay nhiéu
thao tac dudc liét ké dudi day:
- Insert: chén di liéu vao trong CSDL c6 sdn nhung khdng
dudc thay d6i b4t ky muc dif liéu nao trong CSDL
- Update: stra déi di liéu nhung khéng dudgc xda dir liéu
- Delete: xda di liéu trong CSDL
- Select : tim ki€m
- Create: tao lap cac quan hé mdi
- Alter: Thay d6i cdu tric cla quan hé
- Drop: Loai bo quan hé
- Read/Write: Doc va Ghi
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Cau |énh phan quyén cho NSD (tiép)

e <PGi tugng>: bang hodc khung nhin

e <D/s ngudi dung>: MOt ngudi hay mot
nhom hay mot danh sach ngudi st dung.
T khéa public duge dung thay thé cho moi
ngudi s dung

e [With Grant Option] Néu dung tu khéa nay
trong cau lénh phan quyén thi ngudi dung
xuat hién trong <D/s ngugi dung> cé
quyén dudc lan truyén cac quyén vira dugc
tuyén bé cho nhirng ngudi dung khac
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Vi du cau Iénh phan quyén cho NSD

e Trao quyén doc, ghi, tim kiém, stra déi dir
liéu cho nhan vién tén Hoa cla phong Khoa
hoc trén khung nhin vira tao 1ap trong phan
trudc
GRANT read, write, select, update ON
NVKH TO Hoa;

e Trao quyén cho trudng phong Khoa hoc -
ong HungNC
GRANT read, write, select, update, delete
ON NVKH TO HungNC WITH GRANT
OPTION;
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Cau Iénh thu ho6i quyén ciia NSD

e REVOKE <D/s thao tac> ON <bDG4i
tugng> FROM <D/s ngudi dung>
[RESTRICT/CASCADE]

e <D/s thao tac>, <Dd4i tugng>,
<D/s ngudi dung> giong nhu doi
v@i cau lénh GRANT.

e Phan [RESTRICT/CASCADE] Ia chi
ra cd ché thu hoi véi cac quyén da
dudc ngudi dung trong <D/s ngudi
dung> lan truyén
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Cau Iénh thu ho6i quyén ctia NSD (ti€p)

e Néu Restrict thi cé nghia la chi huy bo
quyén cua nhirng ngudi cé trong danh
sach, quyén da dudc lan truyén cho ngudi
khac khong bi thu hoi.

* Néu dung Cascade thi huy bd quyén cua
ngu‘dl trong <D/s ngerl dung> dong thai
kéo theo huy bd quyén ma ngerl dung do
da luadn chuyén cho nhitng ngudi khac.

e Vi du:

REVOKE update,delete ON NVKH FROM
HungNC CASCADE
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Toan ven dif liéu

e Dinh nghia: Tinh toan ven dit liéu la su bao vé
dir liéutrong CSDL chdng lai nhiing su'’sua CTOI
pha huay vé cén cu dé dadm béo tinh ding dan va
chinh xac cua dir liéu.

e Cdc thao tdc cd thé€ anh hudng dén tinh ding
dan cta CSDL la thém, xd6a , sua dobi.

e DE dam béo_tinh toan ven du’ liéu, cdn phai chi
ra va duy tri nhitng rang budc toan ven lién két
vdi moi quan hé. Cac rang budc toan ven cung
cédp 1 phuong | tién dé dam bao rang cac thao tic
dugc thuc hién bdi nern% ngudi su dung hop
phép khdng lam mat di tinh ddng dan cua CSDL.

e Trong hé théng da ngudi_dung, de dam  bao
dugc toan ven dir liéu, hé théng con phai cé
dugc mot trinh diéu Khién tuong tranh dé trénh
dung d6 gilla cac thao tac dugc dua ra bdi

nhiing ngudi st dung khac nhau tai cung mét
thai didm

Cac rang budc toan ven trong SQL

e Cac rang bubc vé khéa chinh, khda
ngoai, kiém tra trén mién s dung
Check ching ta da dé cap dén khi ndi
vé cau lénh tao bang trong CSDL.

e Cac khadng dinh: La mdt vi tir biéu thi
mot diéu kién ma CSDL phai ludn lubén
thdéa man. Cac khdng dinh dudc tao ra
bang cau lénh:

CREATE ASSERTION <Tén khang dinh>
CHECK <Vij tur>
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Vi du vé khang dinh

¢ SO lugng mat hang dudc cung cap bdi
cac hang c6 s6 nhan vién < 50 phai
nhé han 100:

CREATE ASSERTION KbSd6lugng CHECK
NOT EXISTS

(SELECT * FROM S WHERE numofemps
< 50 AND sid IN

(SELECT sid FROM SP WHERE quantity
>= 100))
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Cac rang budc toan ven trong SQL (tiép)

e Cac kich hoat: La mét thao tac dugc thuc
hién mot cach tu dong khi cé mdt thay déi
doi véi CSDL. Kich hoat la cac ca ché co ich
dé bado dong hodc thuc hién nhitng nhiém
vu dudc dinh san khi cac diéu kién nhat
dinh dugc thda man.

Kich hoat cé thé dugc dinh nghia dé huay
bd, hodc kiém tra va thuc hién mot s6 cac
su kién do dé né cé thé dugc coi 1a mot
bién phap d& dam bao toan ven dit liéu.
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Vi du vé kich hoat

e Nhanvién(ID,Hotén,Ludng,Diachi,Ngu
giquanly)

e MOt nhan vién bao gid cling c6 ludng
it han luong ngudi trugng phong, diéu
kién nay phai dugc kiém tra khi thém
b dir lieu.

DEFINE TRIGGER ThemNV ON INSERT Nhéanvién

IF Nhanvién.Ludng > (SELECT E.Luong FROM
Nhanvién AS E WHERE E.ID =
Nhanvién.Ngugiquanly)

THEN ABORT;
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Piéu khién tudng tranh

e Trong hé CSDL da ngudi dung, hé
théng can dua ra gidi phap chdng
dung d6 gilra cac giao dich (mot day
cac thao tac) dudc dua ra bdi nhirng
ngudi dung khac nhau dé tranh viéc
mot doi tugng dir liéu nao dd bi lam
mat tinh dang dan trong qua trinh
cap nhat.
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Céc ky thuat diéu khién tuang tranh

o Ky thuat dung khoéa: Khi mot giao dich can d liéu
nao thi xin hé diéu hanh moét khoa trén phan di liéu
do, céac giao dich khac phai dgi dén khi gidi phdéng
khéa mdi dugdc s dung phan dir liéu dé. Cé thée
ngudi ta sr dung cac loai khda khac nhau vi du nhu
khéa doc - cho phép nhiéu giao dich doc cing 1 lic,
khda ghi - chi 1 giao dich c6 dudc tai mot thai diém.

e Ky thuat gan nhan thgi gian: Moi giao dich dugc
gan mot nhan T theo thdi gian, giao dich nao can
dudc uu tién thi dugc gan nhan thgi gian nho hon va
dugc thuc hién trudc. Ky thuat nay gitp dua yéu cau
dong thai vé thuc hién tuan tu.
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LGi hay y dep

CuuDuongThanCong.com

"Khi ndi su that ban sé khéng phai nhdg

minh vira ndi gi, ma ban cling khong

bao giG quén nhirng gi minh vira noi"
S.Raybum
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